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PREFACE 

Welcome to the July 2020 final version of The Sedona Con-

ference Commentary on Law Firm Data Security (“Commentary”), 

a project of The Sedona Conference Working Group 11 on Data 

Security and Privacy Liability (WG11). This is one of a series of 

Working Group commentaries published by The Sedona Con-

ference, a 501(c)(3) research and educational institute dedicated 

to the advanced study of law and policy in the areas of antitrust 

law, complex litigation, and intellectual property rights. The 

mission of The Sedona Conference is to move the law forward 

in a reasoned and just way. 

The mission of WG11 is to identify and comment on trends 

in data security and privacy law, in an effort to help organiza-

tions prepare for and respond to data breaches, and to assist at-

torneys and judicial officers in resolving questions of legal lia-

bility and damages.  

The Sedona Conference acknowledges Editors-in-Chief Neil 

Riemann and David Moncure for their leadership and commit-

ment to the project. We also thank contributing editors 

Guillermo Christensen, Sheryl Falk, Michele Gossmeyer, Chris-

topher King, Jana Landon, Anthony Lowe, Gita Radhakrishna, 

Daniel Sutherland, and Alexander White for their efforts. We 

also thank Elise Houlik and Robert Levy for their contributions.  

In addition to the drafters, this nonpartisan, consensus-

based publication represents the collective effort of other mem-

bers of WG11 who reviewed, commented on, and proposed ed-

its to early drafts that were circulated for feedback from the 

Working Group membership. Other members provided feed-

back at WG11 annual and midyear meetings where drafts of the 

Commentary were the subject of dialogue. The publication was 

also subject to a period of public comment. On behalf of The Se-

dona Conference, I thank all of them for their contributions. 
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We encourage your active engagement in the dialogue. 

Membership in The Sedona Conference Working Group Series 

is open to all. The Series includes WG11 and several other Work-

ing Groups in the areas of electronic document management 

and discovery, cross-border discovery and data protection laws, 

international data transfers, patent litigation, patent remedies 

and damages, and trade secrets. The Sedona Conference hopes 

and anticipates that the output of its Working Groups will 

evolve into authoritative statements of law, both as it is and as 

it should be. Information on membership and a description of 

current Working Group activities is available at https://thesedo-

naconference.org/wgs. 

 

Craig Weinlein 

Executive Director 

The Sedona Conference 

July 2020 

  

https://thesedonaconference.org/wgs
https://thesedonaconference.org/wgs
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I. INTRODUCTION 

Client organizations1 undertake considerable business risk 

when they entrust law firms with personal, proprietary, or oth-

erwise confidential data to facilitate effective representation. 

Law firms undertake similarly substantial liability and reputa-

tional risks by accepting such data. 

Organizations have legal and market-based obligations to 

ensure their data is protected and remains secure. One of those 

obligations is a duty to choose outside counsel who will protect 

such data properly and to ensure that outside counsel do so. 

Outside counsel have a duty to protect client data. The duty 

arises from the ethical rules applicable to attorneys; federal and 

state statutes and regulations; foreign laws, where applicable; 

the common law; and contractual obligations the firm has 

agreed to undertake. 

Notwithstanding these complementary duties, organiza-

tions and law firms do not always approach data security the 

same way. Although sound risk management supports treating 

different enterprises differently, organizations may prefer to im-

pose the same data security requirements on all service provid-

ers. Organizations often resist pleas from law firms to be treated 

differently than other service providers. Law firms provide an 

expensive, high-margin service. They operate under the same 

statutes and common law that govern other providers. They can 

undertake specific contractual obligations to secure organiza-

tion data, just like other service providers. Firms use many of 

the same technologies used by organizations and the organiza-

tions’ other service providers. From the organization 

 

 1. Some of the discussion in this Commentary may prove useful to indi-

vidual clients as well as organizational ones, but it does not focus on individ-

ual clients or the ways the situation of an individual client may differ from 

that of an organizational one. 
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perspective, law firms may be different than other vendors, but 

are they materially different for purposes of imposing data se-

curity requirements? 

Law firms, on the other hand, see valid reasons for distinc-

tive treatment. First and foremost, they are—unlike most service 

providers—ethically bound to maintain the confidentiality of 

client information, regardless of contractual obligation. Second, 

but related, law firms are ethically obligated to pursue the best 

interests of their clients, not just maximize profits. Organization 

demands for special, one-off handling of organization data can 

impair effective representation by altering the firm’s workflow 

or requiring the use of alternative tools. 

While strides have been made in understanding and ad-

dressing data security at law firms, there is consensus that more 

must be done to secure the sensitive data held by law firms. Ten-

sions have grown as cybersecurity vaults to the top of the na-

tional agenda, and it has become increasingly obvious that law 

firms are more attractive targets for information theft, and less 

capable of preventing it, than previously thought. 

In recent years, organizations have developed a host of ap-

proaches to this problem. Law firms have struggled to keep up 

with the volume and variety of demands for information about 

their data security posture. Firms continue to differ in their un-

derstanding of data security issues and the sophistication with 

which they can address and have addressed them. While some 

large firms have embraced collaboration with their peers on 

data security issues, smaller firms lack readily accessible vehi-

cles for such interfirm cooperation, and efforts to collaborate 

tend to focus on the mechanics of security rather than stream-

lining the process of addressing organization inquiries about 

data security. 

In response to these problems, the Sedona Conference’s 

Working Group 11 developed a brainstorming group, and then 
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a drafting team, to identify ways that organizations and law 

firms should approach and address organization concerns 

about law firm data security. This Commentary is the result of 

that effort. The Commentary is intended to foster respectful and 

mutually beneficial dialogue between organizations and their 

firms regarding organization expectations and law firm capabil-

ities. The Commentary seeks to move this dialogue forward by 

providing best practices focused on data security requirements 

that are meaningful considering the organization’s obligation to 

protect the data, the type of data the organization is providing 

to the law firm, and the law firm’s operating environment. In 

short, this Commentary intends to provide an effective road map 

for more efficient, effective communication to address data se-

curity issues and scenarios confronted by organizations and the 

law firms they engage. 

While the Commentary may be of interest to other audiences, 

it is primarily directed toward two: first, to in-house counsel 

and an organization’s technical personnel charged with ensur-

ing that organizational service providers handle data securely; 

and second, to the law firm professionals and technical person-

nel overseeing and implementing data security at law firms. 

The Sedona Conference has done prior work relating to data 

security, to which the reader is also referred. The most directly 

relevant work is The Sedona Conference Commentary on Privacy 

and Information Security: Principles and Guidelines for Lawyers, Law 

Firms, and Other Legal Service Providers. This Commentary was 

developed by Working Group 1, which focuses on Electronic 

Document Retention and Production. It provides guidance to 

law firms on the sources of their duties to protect client infor-

mation and, more importantly, on the development of a risk-

based data security program. Less directly relevant work that 

nevertheless touches on the law firm’s handling of client infor-

mation includes work by Working Group 2 that concern protec-

tive orders and public access to litigation documents; numerous 
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papers developed by Working Groups 1 and 6 that address var-

ious aspects of information governance and the protection of cli-

ent information in the discovery process; and this Working 

Group’s Draft Commentary on Privacy and Information Security in 

Civil Litigation. 

Note that the drafting team has not undertaken to compre-

hensively analyze the data security situation faced by every or-

ganizational client seeking to retain counsel. The team recog-

nizes that some organizations work in regulated fields or have 

highly particularized data security needs, like those in the 

health care, financial, and classified contracting sectors. While 

most of the considerations taken up in this Commentary will ap-

ply to organizations in these sectors as well, they do not analyze 

in detail the legal requirements governing their specialized data. 

Additionally, the Commentary does not address privacy con-

cerns. The drafting team declined to undertake that task for a 

few reasons. First, ensuring the secure handling of any personal 

information an organization conveys to a law firm is necessary 

to protect privacy, but it is not sufficient. Personal information 

can be divulged in violation of privacy laws despite a perfectly 

secure environment, and security practices can also pose pri-

vacy risks. Second, privacy law is a multi-jurisdictional enter-

prise that imposes different requirements in different locales, 

and privacy laws apply differently to different types of personal 

information and different types of custodians. Finally, privacy 

issues have not, to date, led to the same proliferation of compet-

ing questionnaires and extended interactions between organiza-

tions and firms as have data security issues. 

The Commentary that follows contains three distinct sections. 

In the first, the Commentary identifies some common criteria and 

protocols for assessing information security at law firms. The 

discussion focuses first on organization expectations for outside 

counsel in terms of the law firm’s governance, as well as the 
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technologies, people, and third-party service providers that 

make security happen. Following extended discussion of these 

topics, brief consideration is given to what organizations might 

expect from law firms with international operations and what 

organizations might expect of law firms in terms of cooperation 

with information-sharing efforts around data security. 

In the second section, the Commentary discusses the practi-

calities of an organization’s communications with law firms re-

garding data security. Nine topics are discussed, covering the 

entire relationship life cycle by addressing matters that should 

be considered before a firm is even consulted all the way 

through to matters that should be addressed with firms 

throughout the life of the relationship. 

The third and final section consists of two appendices. Ap-

pendix 1 offers some model clauses regarding data security that 

could be used in an engagement letter. These are merely a start-

ing point; the actual clauses should turn on the outcome of the 

organization’s discussion with the firm. Appendix 2 offers a 

model questionnaire for organizations to present to law firms as 

a way of initiating a conversation about data security. The latter 

includes some sample answers and some commentary about 

how the actual answers should be evaluated. 

No single Commentary will satisfy every use case for every 

engagement. As stated above, it is hoped that this one provides 

an effective road map for more efficient, effective communica-

tion to address most of the data security issues and scenarios 

confronted by organizations and the law firms that handle and 

store their data. 
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II. COMMON CRITERIA AND PROTOCOLS  

FOR ASSESSING INFORMATION SECURITY AT A LAW FIRM 

The goal of this section is to develop a set of common criteria 

and protocols for organizations to use when assessing the cy-

bersecurity of a law firm. Where possible, the objective of this 

proposed approach is to fashion a set of criteria and protocols 

that allows for organizations to use the same or similar types of 

questions to get to the same information about a law firm. 

A. Organization Expectations for Outside Counsel 

Organizations and firms alike have explicit or implicit expec-

tations about how law firms should secure their information 

systems and the organization’s data. Organizational concerns 

are increasingly extending beyond the protection of confi-

dences. Organizations expect timely, effective advice and repre-

sentation, as well as for the law firm to have a comprehensive 

security program that includes a holistic approach of managing 

people, processes, and technology. A security incident that pre-

vents a firm from providing advice and representation can be as 

injurious to the organization as a security breach that discloses 

its confidences. Similarly, organizations also have an expecta-

tion that firms will provide services effectively and timely by 

relying on technology to achieve efficiencies. The following sec-

tions consider information security expectations organizations 

might reasonably have for outside counsel in the areas of gov-

ernance, technology, people, use of third-party service provid-

ers, and insurance. 

1. Governance 

Governance, not technology, should be the starting point for 

an organization’s assessment of a firm’s security posture. This 

section discusses six key questions about governance that or-

ganizations should ask—and firms should expect to answer—
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about how they govern their information security apparatus. An 

added benefit of focusing on governance is that it can address 

not only cybersecurity systems and tools but also the culture of 

a law firm, which may not be adequately assessed when the 

spotlight is focused on technology. 

1. Any lawyer should have the authority to re-

quire security measures, but which lawyers 

bear the ultimate responsibility for any failure 

of those measures? 

2. Can the firm establish that it satisfies the ex-

pectations of its governing bar(s) and other 

general legal requirements? 

3. Can the firm establish that it can satisfy the re-

quirements of other laws, regulations, industry 

standards, and frameworks that apply or 

should be considered, given the type of infor-

mation the organization is providing the firm 

or the magnitude of the engagement? 

4. What policies and procedures does the firm 

have in place to implement the agreed require-

ments and ensure the confidentiality, integrity, 

and availability of the organization’s infor-

mation? 

5. How does the firm assess and ensure that the 

applicable lawyers, support personnel, and 

service providers have the knowledge and ex-

perience necessary to successfully implement 

these policies and procedures, including re-

quired training of all personnel? 

6. How do the organization and the firm propose 

to address a firm security incident that exposes 

the organization to potential legal liability or 

reputational harm? 
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(a) Authority and Responsibility 

As discussed in more detail below, lawyers are required to 

safeguard client confidences. In many jurisdictions, explicit or 

implicit duties are imposed on lawyers to develop and maintain 

the technological competence necessary to do that. For those 

reasons, every firm, regardless of size, should have one or more 

lawyers who have the authority to require the firm and other 

lawyers to implement information security measures. These 

may be a combination of General Counsel, Chief Security Of-

ficer, Managing Partner, and Practice Lead/Relationship Part-

ner. Typically, these same lawyers bear ultimate responsibility 

for the failure of those measures. Organizations should reason-

ably expect to know the identity of the lawyers who are account-

able for providing answers about their firm’s information secu-

rity programs. 

While it may be important for organizations to understand 

who is making the firm’s information security decisions, most 

firms will be relying heavily on professional information tech-

nology staff, information security staff, or service providers to 

provide the information necessary for the firm’s lawyers to 

make those decisions. However, the final authority should rest 

with the lawyer leader(s) of the firm who carry the ethical duties 

noted above. Evaluation of this capability is discussed below. 

(b) State Bar Requirements for Protecting 

Client Confidences and Secrets 

Once the accountable law firm personnel are identified, or-

ganizations will likely wish to explore, at varying degrees of 

depth, whether those lawyers understand the efforts required of 

them, starting with the requirements of professional ethics. Rule 

1.6 of the American Bar Association’s (“ABA’s”) Model Rules of 

Professional Conduct—adopted with minimal variation by 

most state bar regulators—requires as an enforceable matter of 
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professional ethics that lawyers safeguard the confidentiality of 

information relating to their representations of organizations. 

This includes a duty to “make reasonable efforts to prevent the 

inadvertent or unauthorized disclosure of, or unauthorized ac-

cess to” that information.2 Comment 18 to the Rule discusses the 

concept of reasonable efforts in some detail. Both firms and or-

ganizations should expect organizations to explore how well the 

accountable personnel understand those requirements.3 

Rule 1.1 of those same rules requires the lawyer to act com-

petently in fulfilling the command of Rule 1.6. In most American 

jurisdictions, the official commentary on this duty of compe-

tence now makes explicit reference to the need for lawyers to 

keep abreast of changes in technology.4 For that reason, it is also 

appropriate for organizations to explore the technological com-

petence of the accountable lawyers and any nonlawyer technol-

ogy advisors to ensure that the commands of the Rules of Pro-

fessional Responsibility can be and are being met. 

In 2017, the ABA issued Formal Opinion 477R on Securing 

Communication of Protected Client Information,5 which further 

 

 2. MODEL RULE OF PROF’L CONDUCT r. 1.6(c): Confidentiality of Infor-

mation, AM. BAR ASS’N, https://www.americanbar.org/groups/professional

_responsibility/publications/model_rules_of_professional_conduct/rule_1

_6_confidentiality_of_information/ (last visited April 2, 2020). 

 3. MODEL RULE OF PROF’L CONDUCT r. 1.6 Confidentiality of Information

—cmt. 18, AM. BAR ASS’N, https://www.americanbar.org/groups/profes-

sional_responsibility/publications/model_rules_of_professional_conduct/

rule_1_6_confidentiality_of_information/comment_on_rule_1_6/ (last vis-

ited April 2, 2020). 

 4. MODEL RULE OF PROF’L CONDUCT r. 1.1 Competence—cmt. 8, AM. BAR 

ASS’N, https://www.americanbar.org/groups/professional_responsibility/

publications/model_rules_of_professional_conduct/rule_1_1_competence/

comment_on_rule_1_1/ (last visited April 2, 2020). 

 5. ABA Formal Op. 477R: Securing communication of protected client in-

formation (June 2017), https://www.americanbar.org/news/abanews/pub

https://www.americanbar.org/content/dam/aba/administrative/law_national_security/FO%20477%20REVISED%2005%2022%202017.authcheckdam.pdf
https://www.americanbar.org/content/dam/aba/administrative/law_national_security/FO%20477%20REVISED%2005%2022%202017.authcheckdam.pdf
https://www.americanbar.org/groups/professional‌_responsibility/publications/model_rules_of_professional_conduct/rule_1‌_6_confidentiality_of_information/
https://www.americanbar.org/groups/professional‌_responsibility/publications/model_rules_of_professional_conduct/rule_1‌_6_confidentiality_of_information/
https://www.americanbar.org/groups/professional‌_responsibility/publications/model_rules_of_professional_conduct/rule_1‌_6_confidentiality_of_information/
https://www.americanbar.org/groups/professional_responsibility/publications/model_rules_of_professional_conduct/rule_1_6_confidentiality_of_information/comment_on_rule_1_6/
https://www.americanbar.org/groups/professional_responsibility/publications/model_rules_of_professional_conduct/rule_1_6_confidentiality_of_information/comment_on_rule_1_6/
https://www.americanbar.org/groups/professional_responsibility/publications/model_rules_of_professional_conduct/rule_1_6_confidentiality_of_information/comment_on_rule_1_6/
https://www.americanbar.org/groups/professional_responsibility/publications/model_rules_of_professional_conduct/rule_1_1_competence/comment_on_rule_1_1/
https://www.americanbar.org/groups/professional_responsibility/publications/model_rules_of_professional_conduct/rule_1_1_competence/comment_on_rule_1_1/
https://www.americanbar.org/groups/professional_responsibility/publications/model_rules_of_professional_conduct/rule_1_1_competence/comment_on_rule_1_1/
https://www.americanbar.org/news/abanews/publications/youraba/2017/june-2017/aba-formal-opinion-477r--securing-communication-of-protected-cli/
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emphasizes the ethical duties of counsel (based on the Model 

Rules Referenced above) to protect communications with clients 

and the general obligation to ensure that an organization’s in-

formation remains confidential. The Opinion cites to attorneys’ 

general obligations of (a) technological competency (Comments 

to Model Rule 1.1) and (b) taking reasonable measures to pre-

vent inadvertent or authorized disclosure of information relat-

ing to the representation (Comments to Model Rule 1.6). This 

Opinion also notes the responsibility of law firms to ensure that 

their software and infrastructure service providers have appro-

priate controls in place to protect the organization’s data stored 

on a provider’s systems, particularly cloud systems. 

The following year, the ABA extended its guidance on these 

matters with the issuance of Formal Opinion 483, addressing a 

lawyer’s duties to clients following a data breach. Citing Rules 

1.1, 1.6, 5.1, and 5.3, the ABA there concluded that Rule 1.4’s ob-

ligation to keep clients “reasonably informed” about the status 

of a matter and to explain matters “to the extent reasonably nec-

essary to permit a client to make an informed decision regarding 

the representation” requires a lawyer to notify current clients 

and take other reasonable steps “[w]hen a data breach occurs 

involving, or having a substantial likelihood of involving, mate-

rial client information.”6 The opinion makes clear that this obli-

gation is in addition to other legal obligations the lawyer may 

have with respect to data breaches. In addition to a notification 

obligation, the obligations suggested by the opinion include 

making reasonable efforts to detect breaches, acting reasonably 

 

lications/youraba/2017/june-2017/aba-formal-opinion-477r--securing-com-

munication-of-protected-cli/. 

 6. ABA Comm. On Ethics & Prof’l Responsibility, Formal Op. 483, Law-

yers’ Obligations After an Electronic Data Breach of Cyberattack (Oct. 17, 

2018), https://www.americanbar.org/content/dam/aba/images/news/formal

_op_483.pdf. 

https://www.americanbar.org/news/abanews/publications/youraba/2017/june-2017/aba-formal-opinion-477r--securing-communication-of-protected-cli/
https://www.americanbar.org/news/abanews/publications/youraba/2017/june-2017/aba-formal-opinion-477r--securing-communication-of-protected-cli/
https://www.americanbar.org/content/dam/aba/images/news/formal_op_483.pdf
https://www.americanbar.org/content/dam/aba/images/news/formal_op_483.pdf
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promptly to stop the breach and mitigate damage, making rea-

sonable efforts to determine what client information was ac-

cessed, and considering client confidentiality when disclosing 

details of the breach to third parties. While the ABA’s opinion 

does not establish a similar duty with respect to nonclients or 

former clients, at least one state bar has already expanded the 

duty established in Formal Opinion 483 to reach former clients.7 

(c) Other Applicable Regulations, Industry 

Standards, and Frameworks 

The aforementioned bar guidance is codified in state law by 

many jurisdictions. It will be, for many firms, the only legal re-

quirement governing law firm information security, at least as 

it relates to the organization’s information. However, many or-

ganizations will have additional compliance concerns centered 

around statutes, regulations, industry standards, and frame-

works relevant to their lines of business. These concerns will 

lead many organizations to vet firms and impose minimum se-

curity requirements on them based on security frameworks like 

the National Institute of Standards and Testing’s (NIST) Cyber-

security Framework or the International Standards Organiza-

tion’s ISO 27001 standard for Information Security Manage-

ment. Organizations undertaking that kind of vetting process 

will need to assess whether firms understand the information 

security requirements for service providers under such frame-

works. 

We discuss below some considerations regarding the secu-

rity requirements of international organizations or offices, as 

well as domestic security requirements that sector-specific 

 

 7. Board of Overseers of the Bar for the State of Maine, Op. #220, Cyberat-

tack and Data Breach: The Ethics of Prevention and Response, 

https://www.mebaroverseers.org/attorney_services/opinion.html?id

=1267989 (Apr. 11, 2019). 

https://www.mebaroverseers.org/attorney_services/opinion.html?id=1267989
https://www.mebaroverseers.org/attorney_services/opinion.html?id=1267989
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regulation in the United States might impose on law firms han-

dling certain types of information. 

(d) Law  Firm Data-Security-Related Policies and 

Procedures 

Organizations and firms should be prepared to discuss the 

firm’s data-security-related policies and procedures to ensure 

they are adequate to implement the requirements of state bar 

rules and any other laws identified by the analysis described 

above. The adequacy of such policies and procedures should be 

evaluated considering the size of the firm, the volume and sen-

sitivity of the organization’s data being shared, and any require-

ments imposed by applicable law. While a firm’s small size will 

not excuse the absence of policies and procedures related to data 

security, it may be relevant to the detail with which those poli-

cies and procedures are documented and the way they are im-

plemented. It may not make sense, for example, to ask for de-

tailed written training materials from, or impose guest-name-

badge requirements on, a firm composed of two lawyers and 

one assistant operating in a 1000-square-foot office. The absence 

of such materials or requirements in this context does not mean 

that the small firm is insecure. Indeed, depending very much on 

the circumstances, a larger firm might be more vulnerable due 

to size, systems budget, and complexity. 

(e) Knowledge and Experience 

Organizations will want to explore the knowledge and expe-

rience of the firm personnel who will be accessing and protect-

ing their data. While the accountable lawyers should under-

stand the issues of concern at some level, organizations should 

not ordinarily expect the accountable lawyers themselves to 

have technical security knowledge. They should expect instead 

that a firm can demonstrate that it has the professional staff who 

have that knowledge and experience. Firms without in-house 
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information technology and information security staff should be 

able to demonstrate the necessary knowledge and experience 

via vetted service providers. 

(f) Incidents and Breaches 

Organizations and law firms should strive to reach agree-

ment within the scope of their engagement as to the firm’s obli-

gation in the event of a security incident or breach that threatens 

to or does result in the misuse or theft of the organization’s data. 

Organizations are increasingly likely to demand that law firms 

go beyond any state or federal laws mandating disclosure of 

data breaches, particularly since many existing data breach laws 

only address personal data and do not address disclosure or 

compromises of types of nonpersonal data that organizations 

consider sensitive. 

Firms should plan notification protocols in advance: Will the 

firm notify any third parties, such as state Attorneys General, of 

the breach? Will it notify the organization itself? Who will bear 

the cost of any necessary breach notification? Will the firm de-

fend or indemnify the organization against claims arising be-

cause the firm suffered a breach and the organization’s infor-

mation was disclosed?8 

During due diligence, organizations may request that law 

firms provide data on previous incidents or breaches as a means 

of evaluating the firm’s information security program. In any 

negotiation on the exchange of security information like this, the 

focus must be on how the data would help engage the parties in 

a discussion regarding resources and risk evaluation. Each party 

needs to understand the duty associated with handling the 

 

 8. Some firms take the position that indemnification imperils their ability 

to vigorously represent clients. Discussion of this topic is beyond the scope 

of this paper. 
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other party’s data and should limit the volume to only that 

which is necessary. 

There are a variety of reasons for such a request for security 

details. Organizations may wish to use the descriptions of inci-

dent handling and breach response to evaluate the maturity of 

the organization or assess whether resources are directed appro-

priately. A lack of investment in security resources could be an 

important risk factor to the organization. They may use this data 

to better understand if the law firm has been a target in the re-

cent past. Some organizations may wish to have ongoing up-

dates regarding incidents or breaches even after the relationship 

has been formalized to continuously evaluate the law firm ac-

cording to their own level of risk comfort. 

Note that incident details will be of less practical value in 

evaluating a law firm’s maturity than breach details. An inci-

dent includes every attempted intrusion or mere chance of data 

breach. All law firms will address incidents, and often these in-

cidents pose little to no risk of harm, thanks to existing controls 

or closer analysis of the situation in the context of the prevailing 

regulations. If a firm states that it experiences no incidents, an 

organization may want to question the firm’s awareness of se-

curity risks. However, if a firm provides full details of all inci-

dents, the organization may get a false impression about the 

firm’s ability to keep data secure. The organization may conflate 

mere incidents with confirmed breaches or may struggle to 

identify and evaluate true causes of concern due to the sheer 

quantity of incidents. Organizations should find more value in 

examining confirmed breaches and the details of how the firm 

responded to those breaches. 
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In providing information about incidents and breaches to or-

ganizations,9 law firms must contemplate the risks created by 

sharing this data. A full description of a breach may include de-

tails of the personal or confidential information that was dis-

closed; however, the law firm could create a new instance of a 

data breach by providing such details to an organization. Any 

information shared should be carefully evaluated against rele-

vant data protection laws, and regulations and should be pre-

sented in summary fashion or, if necessary, in more detail but 

with all legally protected information appropriately redacted, 

anonymized, or pseudonymized before sharing. The law firm 

should focus on sharing details regarding its breach response 

process, including its ability to effectively remedy the cause of 

the breach, instead of sharing specific and confidential details. 

Above all, law firms should ensure they maintain their own 

privacy and confidentiality commitments. Sharing data with cli-

ent organizations should only be done according to an estab-

lished procedure that includes a secure method of transfer and 

appropriate administrative controls, such as nondisclosure 

agreements. Organizations should identify the purposes behind 

such a request, to ensure that the details they receive are only 

those relevant to meeting their goals. 

Firms should clearly plan their protocols for advising organ-

izations in the event of breaches. Organizations will want to 

learn early of any issues that might impact their data or 

 

 9. Considerations may differ when firms contemplate whether to share 

information with the government or with Information Sharing and Analysis 

Centers or Organizations. Some sharing mechanisms, notably those set forth 

in the Cybersecurity Information Sharing Act, 6 U.S.C. § 1501 et seq., contain 

protections from liability and mechanisms designed to protect against the 

inadvertent redisclosure of personal information. Organizational inquiries 

regarding firms’ information sharing practices are discussed briefly in Sec-

tion I.C. 
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interests. Firms that withhold early notification run the signifi-

cant risk of alienating relationships, even if the strict letter of the 

law did not require disclosure. Many larger organizations will 

have substantial expertise in-house that can provide additional 

resources to support a law firm facing an attack or breach situa-

tion. Law firms are well served to consult in advance of any in-

cident with leading information security service providers as 

well as outside counsel with expertise in this field, particularly 

if the firm does not have internal expertise. Firms should run 

annual tabletop exercises and include a list of key contacts with 

government, service providers, and outside counsel who can 

advise in the event of a breach. 

2. Technology and Infrastructure 

Interactions between law firms and organizations on the is-

sue of cybersecurity often revolve around organizational expec-

tations of the firm’s technology and infrastructure used to store 

and process the organization’s data. Technology can be easier 

for an outside party to evaluate and audit than data governance, 

but the latter is often more important. Most security vulnerabil-

ities and their associated risks tend to be caused by business 

practices and the way human beings interact with information 

systems and data, which cannot be mitigated through technol-

ogy alone. For this reason, organizations may want to focus 

more on the human element and less on technology solutions in 

isolation. The approach suggested in this section is to focus any 

assessment of technology on those aspects that can most reliably 

mitigate human errors or malicious behavior. 

The elements of technology impacting cybersecurity that are 

likely to be of key concern to organizations break down into sev-

eral areas, all of them primarily concerned with: (1) the protec-

tion of the organization’s data (confidentiality and integrity), 

and (2) ensuring that the firm can detect, respond, and recover 

from any attacks on its systems (availability). These two areas of 
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concern can arise in many technology areas that organizations 

should consider assessing. The priority/ranking will vary de-

pending on the types of data involved and environment in 

which it is handled. 

(a) Authentication and Access Controls 

Most serious breaches and compromises of information sys-

tems and data typically involve unauthorized access into a 

firm’s network, email system, or other information services. 

Current best practices are to ensure that access to a firm’s infor-

mation systems should be protected by additional measures be-

yond a login and password. Multifactor approvals are a com-

monly used security approach, but other developments in the 

authentication area that rely on more complex methods to au-

thenticate a user are increasingly available. 

In addition to authentication, organizations should examine 

the way a firm regulates levels of access/privileges on network 

accounts. A guiding principle should be to provide the lowest 

level of privilege needed for a particular user, a concept known 

as “least privilege” or “need to know.” Additionally, notifica-

tion systems and split passwords are becoming the standard for 

empowering administrative personnel with powerful IDs. 

Given the myriad issues with insider threats and disgruntled 

employees, organizations should expect that firms will integrate 

governance of user accounts with human resources (HR) and 

physical security processes to ensure that employees who de-

part or are terminated are removed from access. The existence 

of multiple generic administrative level accounts used by Infor-

mation Technology (IT) personnel or other administrative func-

tions should also be audited. 
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(b) Mobile Devices 

The sophistication and large data storage capabilities of mo-

bile devices (smartphones, tablets, laptops) present a particu-

larly challenging and growing risk to a firm’s cybersecurity. Or-

ganizations should consider examining the degree to which a 

firm incorporates governance and technical measures focused 

on the security of mobile devices. These may include the use of 

mobile-device management applications to limit access to infor-

mation and to provide means to remotely erase or lock devices 

that may be lost or stolen. Additionally, organizations may seek 

to understand the scope of information that a firm may provide 

through its mobile devices. Organizations will increasingly ex-

pect that firms will curtail or prohibit the use of certain types of 

mobile devices such as USB drives or portable hard drives, 

which pose a higher risk if they are misplaced, stolen, or used to 

exfiltrate large amounts of data. 

(c) Encryption 

As more regulators consider the use of encryption to en-

hance data privacy or protect export-controlled technology or 

information, legal industry standards have developed to expect 

at-rest and in-motion/in-transit encryption, particularly regard-

ing internal firm data. The capability to secure communications 

between organizations and firms will also increasingly be 

viewed as necessary, and some organizations are mandating en-

cryption at the transport level (TLS) between the lawyer and or-

ganization domains (or at the very least the use of opportunistic 

TLS encryption when both sides use encryption tools). For or-

ganizations with particularly sensitive matters or those involv-

ing risks of surveillance by nation states, more secure commu-

nications capabilities such as those offered by applications 

designed for point-to-point encryption may be required. 
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(d) Backup and Restore Capabilities 

The resiliency of a law firm’s network is of considerable in-

terest to organizations, something that has been made clearer in 

the aftermath of recent attacks aimed at destroying access to sys-

tems and data. Organizations will be expected to focus on the 

extent to which a firm has the proven and tested capability to 

restore systems, whether from an attack, a power outage, or an-

other natural or man-made emergency. Organizations may ex-

pect firms not only to have such plans in place, but to be able to 

demonstrate that they test these on a regular basis. This is one 

area where extensive industry practices exist, and organizations 

can rely on these best practices to audit a firm, including ensur-

ing backups are stored in different locations. 

(e) Cloud-Based Storage and Services 

Any communication system connecting two entities raises 

the potential for compromise and the dissemination of malware 

or other attacks. The primary concern most organizations have 

regarding law firm use of cloud services revolves around this 

cybersecurity issue and its potential impact on the organiza-

tion’s confidential information, so organizations may need to re-

view whether a firm has in place methodologies or protocols for 

addressing the risks posed by these systems. Some organiza-

tions with particularized needs because of their work with ex-

port-controlled information may also have requirements to en-

sure that such information is segregated and is not being 

exported due to being hosted on a cloud service or being acces-

sible to unauthorized persons. A firm should expect to be asked 

for an inventory of cloud-based storage and services and for as-

surances that the firm has undertaken diligence of these services 

and appropriate contract provisions to safeguard confidential 

information. 
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(f) eDiscovery Tools and Databases 

The proliferation of eDiscovery applications used in litiga-

tion or databases for the review of confidential deal information 

risks exposing massive amounts of the organization’s data, 

sometimes involving the most sensitive aspects of an organiza-

tion’s operation. Firms involved in litigation, acquisitions, or 

other work involving the review of organizational or opposing 

party information may be expected to factor in the security of 

these systems, but this may pose challenges when these systems 

are put in place by the organization versus being maintained by 

third parties. To the extent the law firm is involved in the vetting 

and selection of these systems, it should put in place a process 

to ensure that the litigation support department—typically in 

charge of these resources—adequately reviews cybersecurity 

risks and vulnerabilities, including periodically reviewing and 

testing service provider controls as appropriate. 

(g) Billing Software/E-Billing Connections 

As with cloud-based services, the extent to which privileged 

or sensitive information is shared by the law firm with e-billing 

service providers will be an area of concern for organizations, 

particularly if the system is a cloud-based application. 

(h) Server and Infrastructure Protection 

The protection of physical and electronic access to electronic 

systems should be considered a priority by organizations. Law 

firms should expect to be queried regarding their process to en-

sure physical security of server rooms and other sensitive equip-

ment as well as system controls. The server rooms and sensitive 

equipment should be segregated, protected by industry-stand-

ard endpoint protection, and access limited to authorized users, 

with logging of access. However, firms should not be expected 

to provide detailed information regarding these measures, as 
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doing so will put these measures at risk of unauthorized disclo-

sure. Third-party certification can be effective in resolving an 

organization’s concerns regarding the sufficiency of these con-

trols and protections. 

(i) Auditing and Network Monitoring 

Organizations may increasingly expect that law firms will 

have in place more extensive network security tools to permit 

in-depth monitoring of activity, including indications of large-

scale exfiltration of data or efforts to conduct reconnaissance in-

side the network. Such capabilities will need to be integrated 

into the firm’s operations to ensure that information, when re-

ceived, is acted upon timely. Organizations also are likely to be 

concerned about logging and preservation of network activity, 

which will help identify the nature and extent of any compro-

mise post-incident. These logs should also be a part of retention 

policies to minimize the complexity of managing old data. 

(j) Firewalls, Antivirus Software, and Malware 

Protection Tools 

Organizations will look for law firms to have in place the 

standard suite of firewall, antivirus, and malware security tools. 

Organizations may press firms to have regular reviews and up-

dates to the technology as such technologies advance. A key 

challenge for firms and organizations will be finding consensus 

on the utility of these evolving technologies relative to the cost 

and complexity to manage. 

(k) Records Retention 

Law firms should implement an appropriate records reten-

tion policy that considers both legally required retention as well 

as best practices related to the disposition of data. Firms should 

work with organizations to clarify how long the organization’s 

data will be retained following the completion of a matter or the 
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end of the relationship. This should be driven by a retention pol-

icy that is consistently followed. Firms that fail to appropriately 

dispose of data increase their vulnerability to breaches and may 

face a difficult defensibility argument if the firm’s failure to 

timely dispose of information prejudiced the organization in the 

event of a breach. 

3. People 

One of the main areas of concern for most organizations is 

and will continue to be managing the cybersecurity risks posed 

by a firm’s lawyers and staff. These risks break down into sev-

eral main areas, each with unique challenges for mitigation. 

(a) Malicious Insider Threats 

Malicious insiders who steal or destroy law firm systems are 

a difficult vulnerability to mitigate. Organizations may increas-

ingly expect that firms of a certain scale, or those working with 

particularly sensitive information such as national security or 

critical infrastructure, have in place some type of insider threat 

program. Implementing these programs is challenging even for 

larger organizations with extensive security resources and re-

quires close integration of management, HR, IT, and security. 

Such programs also have resource implications involving the 

education of staff and lawyers and putting in place more fo-

cused monitoring of employees. For example, a firm may re-

quire lawyers and staff to undergo regular background checks 

and to self-disclose life events that may be early indicators of 

heightened risk. This needs to be considered in conjunction with 

jurisdictional regulations and appropriate handling of this data. 

(b) Lack of Technical Competence 

Organizations will assess how well a law firm manages the 

human factor in cybersecurity by focusing on the firm’s policies 

and governance, the way the firm educates and trains its 
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employees, and how it implements remedial measures. Taken 

together, these factors likely will be perceived by organizations 

as equating to a security culture rating for the firm. Organiza-

tions may want to look at these issues through several prisms: 

• Education—focused on broader concepts and 

expectations around information security. 

• Training—focused on mandatory training for 

all computer users, including competency or 

testing assessments built into the training mod-

ules; competency on systems and software; and 

familiarity with risks, vulnerabilities, and 

threats. 

• Governance—standards the firm sets for law-

yers and staff through policies and expectations 

and how these standards are enforced through 

discipline. 

Organizations should be particularly mindful that law firm 

culture often is markedly different than those of many organi-

zations, public or private. Many firm partners function effec-

tively as their own CEO, leading to more prevalent risks from 

behaviors that are not in compliance with firm policies but are 

not addressed by the firm’s professional staff, who may perceive 

they lack the standing or influence to challenge lawyer, and par-

ticularly partner, behavior. 

It is also particularly important to ensure that law firms have 

committed to training requirements for all personnel that in-

cludes intra-course tests to determine whether the participants 

comprehended the learning offered in the course. One of the 

weaker links of a law firm security system can be the vulnera-

bility of partners who are focused on billable work and less at-

tentive to security issues. Effective phishing and malware strat-

egies focus on these vulnerabilities by designing campaigns 

intended to encourage partners to “fall for” malicious emails. 
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(c) Service Providers 

Organizations will want to look at the law firm’s selection 

and contracting processes for service providers that provide le-

gal services for the organization. This is particularly true when 

firm service providers will receive the organization’s sensitive 

data, such as a cloud-based service for file transfer or document 

management. Best-practice checklists and frameworks have 

been published by other organizations and may be useful re-

sources to identify detailed topics of discussion between organ-

izations and firms.10 

Organizations likely will be interested in how firms selected 

any service providers who might handle the organization’s 

data. Two key questions organizations may have about a firm’s 

provider selection process are: (1) Does the firm use a selection 

process that will provide the firm with a sound understanding 

of a provider’s service delivery model; and (2) Does the firm use 

a selection process that will select providers who facilitate, ra-

ther than undermine, the firm’s own assurances to organiza-

tions. It is important for organizations to approach these inquir-

ies with the right frame of mind, recognizing that for many or 

most law firms, deployment of service providers is as likely to 

improve security as to undermine it. 

Fundamentally, if a firm selects a service provider on behalf 

of an organization or otherwise uses a provider’s services for 

 

 10. The Vendor Contracting Project of the American Bar Association’s Cy-

bersecurity Legal Task Force published a Cybersecurity Checklist that ad-

dresses vendor selection and contracting, available at https://www.ameri-

canbar.org/content/dam/aba/images/law_national_security/Cybersecurity%

20Task%20Force%20Vendor%20Contracting%20Checklist%20v%201%2010-

17-2016%20cmb%20edits%20clean.pdf (Oct. 17, 2016). The Draft Version 1.1 

of NIST’s Cybersecurity Framework includes discussion on supplier selec-

tion, contracting, and oversight, available at https://nvlpubs.nist.gov/

nistpubs/CSWP/NIST.CSWP.04162018.pdf (April 16, 2018). 

https://www.americanbar.org/content/dam/aba/images/law_national_security/Cybersecurity%20Task%20Force%20Vendor%20Contracting%20Checklist%20v%201%2010-17-2016%20cmb%20edits%20clean.pdf
https://www.americanbar.org/content/dam/aba/images/law_national_security/Cybersecurity%20Task%20Force%20Vendor%20Contracting%20Checklist%20v%201%2010-17-2016%20cmb%20edits%20clean.pdf
https://www.americanbar.org/content/dam/aba/images/law_national_security/Cybersecurity%20Task%20Force%20Vendor%20Contracting%20Checklist%20v%201%2010-17-2016%20cmb%20edits%20clean.pdf
https://www.americanbar.org/content/dam/aba/images/law_national_security/Cybersecurity%20Task%20Force%20Vendor%20Contracting%20Checklist%20v%201%2010-17-2016%20cmb%20edits%20clean.pdf
https://nvlpubs.nist.gov/nistpubs/CSWP/NIST.CSWP.04162018.pdf
https://nvlpubs.nist.gov/nistpubs/CSWP/NIST.CSWP.04162018.pdf
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law firm systems, the law firm has an ethical duty to ensure that 

the provider is appropriately addressing cybersecurity issues, 

particularly if the provider’s systems hold data that if released 

or compromised would prejudice the organization. Where firm 

service providers may gain access to the organization’s data or 

to a firm’s critical information systems, organizations have an 

interest in the firm’s vetting of those providers and their privacy 

and security posture. 

4. Insurance Coverage 

Organizations have an interest in understanding how firms 

have chosen to transfer or share the risk of a cybersecurity inci-

dent. These questions and their answers can indicate the law 

firm’s ability to make the organization whole if the latter is 

harmed by such an incident. Details about a firm’s insurance 

coverage can indicate a level of cybersecurity maturity. The in-

surance company may have performed an assessment of a 

firm’s cybersecurity practices or provided guidance on appro-

priate risk management actions. 

A firm may have a variety of insurance coverages to protect 

against risks, such as damage to property or malpractice law-

suits. The following questions may provide an organization 

with insight about cybersecurity issues. Since the insurance 

market for cybersecurity risks is far from standardized, and 

many insurers create their own, custom coverage forms, the or-

ganization and firm may wish to review, in high-level terms, the 

scope of the coverage and the organization’s protection under 

it. 

• Does the law firm use insurance to supplement 

information security? 

• If so, does the insurance coverage provide: 

o First-Party Coverage: to reimburse the firm 

for costs that occur when a breach is 
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discovered? These costs may arise from hir-

ing professional investigators and advisors, 

notifying affected individuals and provid-

ing credit monitoring, and restoring the 

firm’s operations so they can continue to 

serve organizations. 

o Third-Party Coverage: to reimburse third 

parties, such as the organization itself, for 

harm that results from a breach? This cov-

erage may include the cost to defend the 

firm against lawsuits and cover regulatory 

penalties. 

These coverage details will indicate to the organization that 

a cybersecurity incident is not necessarily an existential or sol-

vency risk to the law firm. 

Firms should indicate if organizations will be named as an 

additional insured, which provides an organization with an 

added benefit by making their coverage claims easier to verify. 

Organizations should consider requesting a copy of the addi-

tional insured endorsement. Firms should explain how the pol-

icy will address incidents that occur before the effective date of 

the coverage, since cybersecurity incidents can be ongoing or 

can take time to discover. 

Additional questions regarding audits and security prac-

tices: 

• Did the insurer perform an audit or other assess-

ment as part of the application or underwriting, 

and may the organization access or receive a 

copy of their report? 

• Does the insurance policy require the firm to 

meet minimum security practices, or include an 

exclusion for the firm’s failure to follow such 

minimum practices? If so, what procedures and 
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risk controls are set forth in the application or 

policy? 

• Does the firm perform audits directed by the in-

surance broker to assess risks, and may the or-

ganization access or receive a copy of the latest 

version? 

Additional details (if desired): 

• What coverage and limits does the insurance 

provide for customer data? 

• What deductible, if any, could an organization 

have to pay for a claim? 

• Does the policy cover losses caused by third-

party vendors of the law firm? 

• Does the policy cover ransomware and/or cyber 

extortion? 

• Does the policy cover misdirected email or other 

“Business Email Compromises”? 

• What is the claims process? Do additional in-

sureds control their rights to recovery? 

• Is the policy a duty-to-defend or duty-to-reim-

burse-defense-costs policy? Do defense costs ex-

haust the policy’s limit? What are the provisions 

regarding the selection of defense counsel? 

• Will the law firm provide a certificate of insur-

ance at the outset of the engagement and annu-

ally? 

• Does the law firm need or have international 

coverage or separate social engineering attack 

coverage? 
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B. Outside Counsel with International Operations 

Due to modern technological and regulatory advancements, 

many organizations now conduct some level of operations in an 

international jurisdiction other than the one in which they are 

domiciled. Likewise, law firms may represent organizations in 

international matters and have worldwide offices as part of a 

global practice, or they may simply employ a third-party service 

provider based in another country who has access to the firm’s 

data. 

Firms should provide organizations with details regarding 

the parties with whom, and locations where, their data will be 

shared. Organizations should consider cross-border security is-

sues in the context of both: (1) the firm’s ability to comply with 

jurisdictional requirements, and (2) what elements of risk will 

be introduced if the organization’s data travels across borders. 

Some jurisdictions may have unique information security re-

quirements, along with unique mandates relating to an individ-

ual’s ability to access data about oneself. While it is beyond the 

scope of this document to list all possibilities, of note in this re-

gard is the European Union (EU) General Data Protection Reg-

ulation (GDPR), which organizations must follow if they collect 

or process information relating to residents of the EU. Organi-

zations whose data includes information on EU residents 

should request details on how firms will ensure their practices 

comply with GDPR requirements. 

Governments vary in their abilities and willingness to abro-

gate confidentiality and compel the disclosure of data held by 

private parties. Organizations must be cognizant of the fact that 

data stored in or passing through a country other than their own 

may become subject to that foreign jurisdiction’s laws and en-

forcement mechanisms, and they should inquire whether firms 

with international offices have considered local-law limitations 

on the use of encryption or VPNs and rule-of-law challenges 
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posed by less-developed search-and-seizure frameworks in the 

countries where they use or store client information—paying 

particular attention to any policies the firm has in place regard-

ing travel across borders with confidential information. 

Organizations should ensure they understand any outside 

parties in international jurisdictions with whom law firms will 

share the organization’s data, such as local contract or agency 

attorneys. For example, firms that rely extensively on contract 

attorneys for patent work or document review in local jurisdic-

tions should have a more developed process to assess the risks 

of sharing information and work product with these service pro-

viders. Organizations should request details on this risk assess-

ment if this situation applies to their data. 

C. Efforts to Coordinate Among Industries and to Set Common 

Standards 

Organizations may also have questions about law firm ef-

forts to coordinate among themselves. Mature firms should con-

sider participating in Information Sharing and Analysis Centers 

(ISAC) or Organizations (ISAO) or other risk-focused groups 

that disseminate the most recent intelligence about threats, inci-

dents, and mitigating steps the firm can take to prevent or re-

duce risk. Organizations should request details on the firm’s 

participation in such information sharing groups and other cy-

bersecurity and data protection trade organizations. 

The Cybersecurity and Infrastructure Security Agency 

(CISA) has engaged in outreach, including to law firms, de-

signed to provide resources and guidance on trends and tools 

and to serve as a clearinghouse for information sharing. Under 

the Cybersecurity Information Sharing Act of 2015, private enti-

ties, including law firms, receive antitrust protection if they par-

ticipate in information sharing activities. Further, the provision 

of cyber threat indicators and defensive measures to the 
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government does not waive an otherwise applicable privilege 

or legal protection. Finally, properly designated shared infor-

mation remains proprietary and exempt from scrutiny under 

freedom of information acts. CISA and the Department of Jus-

tice regularly hold joint conferences on cybersecurity issues, in-

cluding conferences for lawyers that focus on the unique expo-

sures facing the legal industry. 

The FBI also provides extensive support to the private sector, 

including law firms, on cybersecurity issues. Law firms should 

reach out to their local FBI and Secret Service field offices to de-

velop a relationship with these law enforcement personnel who 

can serve as a resource as well as a key contact in the event of a 

cybersecurity incident. 
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III. CONSIDERATIONS FOR HOW AN ORGANIZATION  

SHOULD COMMUNICATE WITH OUTSIDE COUNSEL  

ABOUT THE SECURITY OF THE ORGANIZATION’S DATA 

This section will discuss practical steps regarding communi-

cations about data security between an organization and its law 

firm(s), including how to begin such discussions and how to 

maintain an ongoing dialogue about data security. No single ap-

proach is appropriate for every organization. Factors to consider 

include: the nature of the organization’s business, the degree of 

regulation of data security and privacy applicable to the organ-

ization’s business or information, the nature of the work done 

for the organization by a firm, the type of information received 

from or created for that organization that the law firm will re-

tain, and issues of organizational culture. 

A. How Outside Counsel’s Data Security Becomes Part of the 

Process at the Organization 

The best way to encourage stakeholders at the organization 

to focus on law firm data security will depend upon the struc-

ture and culture of the organization. In most instances, it is 

likely that the in-house counsel function will take a leadership 

role. In most instances, outside counsel is engaged through the 

organization’s legal function, and the in-house counsel’s office 

acts as gatekeeper. In organizations where outside counsel hir-

ing is decentralized, or delegated to a nonlegal function, in-

house counsel’s role may be one of educating the gatekeepers 

about the importance of data security and providing them the 

tools with which to protect organization data. In all organiza-

tions, the people performing the IT function and responsible for 

data security should be consulted. For example, suppose re-

sponsibility for the selection of outside counsel to defend insur-

ance coverage litigation is delegated to the leadership of the un-

derwriting function. In those circumstances, the office of the 



LAW FIRM DATA SECURITY (DO NOT DELETE) 7/20/2020  3:25 PM 

520 THE SEDONA CONFERENCE JOURNAL [Vol. 21 

chief legal officer, working in conjunction with the organiza-

tion’s IT security personnel, might create information security 

standards with which outside counsel should comply, provide 

those standards to the underwriting function leadership, and 

then provide training to that leadership about the data security 

issues behind the standards and best practices for their imple-

mentation. 

B. When to Engage Outside Counsel about Its Data Security 

Practices 

In theory, outside counsel’s data security capabilities should 

be thoroughly evaluated and approved before outside counsel is 

engaged. Where the law firm regularly does work for the organ-

ization, or is part of an outside counsel panel, data security vet-

ting can readily be implemented before outside counsel is en-

gaged. However, there will be many instances due to a matter 

of urgency in which the organization must engage counsel who 

is not on a panel or with whom the organization has not previ-

ously worked. Examples of such an urgent situation include lit-

igation in an unfamiliar jurisdiction or requiring specialized ex-

pertise, government or internal investigations, and certain types 

of transactions. In those instances, organizations may address 

law firm data security at a high level during the initial engage-

ment phase and follow up with a more detailed process as time 

permits. Such basic information might include the law firm’s 

data security policy and information about the law firm’s cyber-

security insurance coverage. 

Alternatively, or in addition, organizations can mitigate risk 

by disclosing the organization’s data to the law firm via a secure 

site already vetted for data security and controlled by the organ-

ization. For example, suppose an organization is sued in a pre-

liminary injunction action in a rural state court and needs to re-

tain counsel immediately. The case involves trade secrets, 

including the secret formula for the organization’s largest 
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selling product. The best lawyer for the matter is a solo practi-

tioner with a very basic computer setup who relies upon a local 

cloud storage provider for most data storage. The organization 

does not have time to investigate the data security practices of 

either the solo practitioner or the cloud service provider before 

substantial work must be done. Instead of transmitting highly 

sensitive documents to outside counsel, the organization could 

instead use a third-party hosting platform maintained by a tier-

one provider whose data security practices previously have 

been investigated rigorously by the organization. 

C. Who Engages Outside Counsel about Its Data Security Practices 

Who at the organization engages in the conversation with 

outside counsel about law firm data security will depend on a 

variety of factors. In some instances, in-house counsel leads the 

conversation. If a specific business unit is responsible for the law 

firm relationship, the conversation might be led by the business 

unit. For example, where engagement of outside counsel is man-

aged by the procurement department, then the procurement de-

partment may take the lead. Some organizations look to their IT 

function to manage law firm data security. Regardless who 

takes the lead in the conversation, it is advisable for the leader 

to get input from each stakeholder within the organization so 

that their needs are met. In larger organizations, it may be ben-

eficial and efficient to form interdisciplinary teams to manage 

communications with counsel. For example, some larger or 

more heavily regulated organizations have established formal 

information risk management, data security, or cybersecurity 

functions. 

Consideration should be given to segmenting outside coun-

sel into groups by the nature and volume of the organization’s 

information shared with each group of law firms. For example, 

consider an organization in the health care services business. It 

uses three regional law firms in Group A to handle disputes 
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with patients and medical insurance providers. It uses five law 

firms in Group B to handle its commercial real estate needs. The 

organization’s procurement department engages the law firms 

in Group B for the real estate matters. The information provided 

to the law firms in Group A is subject to far more extensive and 

detailed regulation than the information provided to the law 

firms in Group B. In these circumstances, it is advisable for in-

house counsel with knowledge of the applicable data privacy 

regulations to take the lead on communications with law firm 

Group A, whereas it may be reasonable to rely upon the pro-

curement function to take the lead on communications with law 

firm Group B, with appropriate input from the legal and IT 

functions. 

Where communications are handled by the procurement or 

IT functions, they will sometimes use the same questionnaires 

and communications for law firms as they do for other types of 

vendors.11 In-house counsel may wish to review those commu-

nications. Law firms are different from other vendors in many 

respects, and consideration should be given to whether the 

same information should be sought from both outside counsel 

and other, non-law-firm vendors. As set out elsewhere in this 

paper, there are numerous data security considerations that are 

unique to law firms, and there are data security issues that are 

important to non-law-firm providers but do not apply to law 

firms. Corporate counsel should review “one size fits all” ven-

dor questionnaires that are sent to law firm and non-law-firm 

vendors to confirm that all important issues are addressed. Def-

erence should be given to questions from the model question-

naire set out in Appendix 2 of this Commentary. 

 

 11. The term “vendor” is used here to refer broadly to providers of goods 

and services to the organization and not narrowly to providers of services to 

the legal function. 
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The organization should also consider the impact of privacy 

rules that limit to whom within the organization particular in-

formation may be disclosed. Such privacy rules may affect who 

communicates with a law firm about the information subject to 

such rules. 

D. The Organization’s Point of Communication at Outside Counsel 

The organization also should consider with whom at the law 

firm they communicate about data security issues. Law firms 

follow a variety of approaches to managing their data security 

function. In some instances, communications are handled at the 

law firm by the relationship partner. Sometimes the law firm 

will designate someone within the IT organization to respond. 

In other instances, law firms that have an in-house “general 

counsel” function may designate lawyers from the general 

counsel function to respond. Some larger law firms may desig-

nate a multidisciplinary team to respond. 

Should in-house counsel leave it to the law firm to decide 

who should handle communications? Not necessarily. In-house 

counsel has an interest in making sure that it is getting the in-

formation it needs and that the information appears to be com-

plete and reliable. In making that determination, in-house coun-

sel should consider the nature and volume of the organization’s 

information shared with counsel. Law firms should welcome a 

dialogue with their existing and prospective clients about how 

best to collaborate on securing collective data. 

E. Data Security Questionnaires 

1. Questionnaires and Their Alternatives 

Data security questionnaires are used widely by organiza-

tions to create the foundation for discussions with outside coun-

sel about the law firm’s data security. While this Commentary 

advocates for the use of the Model Questionnaire in Appendix 
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2, there may be other ways to gather information. For example, 

in some situations, such as urgent matters described above, in-

person or short “email interviews” may be conducted in lieu of 

a lengthier questionnaire process. 

2. Documentation Requests 

Each organization should consider which documents the 

law firm should be required to disclose. Which documents to 

request will depend upon nature of the organization’s business, 

the nature of the work performed by the law firm, and the types 

of documents and information provided by the organization to 

the law firm. At a minimum, the organization should expect the 

law firm to be able to make available for review the firm’s data 

security policy, a statement of its cybersecurity insurance cover-

age, and validation of the security assessments the firm has per-

formed with any subcontractors that will hold the organiza-

tion’s data and information.12 It is in the best interests of both 

the organization and the law firm to share information by screen 

share rather than requiring the law firm to send copies of data 

security documentation to the organization. Keeping the law 

firm’s information secure within the firm’s own systems helps 

maintain the confidentiality of the firm’s data security practices, 

which ultimately benefits both the firm and the organization 

whose information the firm holds. Moreover, an organization 

 

 12. An organization’s first instinct might be to also request the law firm’s 

data breach response plan. Each organization should consider whether such 

a request is in its best interest. Data breach response plans can reveal confi-

dential aspects of the law firm’s data security architecture. It is in all parties’ 

interests to minimize the dissemination of such key information. Therefore, 

organizations should strongly consider relying upon the law firm’s represen-

tation that it has a data breach response plan. 
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may not want to assume additional risk to itself by retaining 

sensitive data security documents of other organizations.13 

3. Questionnaire Format 

A wide variety of practices are currently used for presenting 

questionnaires to law firms. Some larger organizations use web-

based forms to collect the information and automatically popu-

late database tools that synthesize the information on the organ-

ization’s end. Other organizations use forms created in a word 

processing program such as Microsoft Word or Google Docs or 

spreadsheet programs such as Microsoft Excel.14 Still other or-

ganizations use third-party hosting systems or tools to elicit in-

formation.15 Whichever approach the organization decides to 

use, the form needs to be sufficiently flexible to permit the law 

firm to make needed disclosures. Organizations should recog-

nize that law firm network architecture and security processes 

may vary widely. If the organization decides to use a heavily 

formatted form to present its questionnaire—for the valid pur-

pose of receiving uniformly formatted responses—the 

 

 13. If the organization decides to obtain copies of the law firm’s data secu-

rity documentation, it should return or securely destroy the materials 

promptly upon completion of its review to minimize the risk of unintended 

disclosure of sensitive law firm information that could jeopardize the secu-

rity of the organization’s own information in the hands of the firm. Law firms 

may include confidentiality clauses in their nondisclosure agreements 

(NDAs) to address proper handling, including retention and destruction of 

any data collected in relation to audits/assessments. 

 14. Macro-enabled forms, such as spreadsheets, are often blocked by law 

firm security systems as a risk-control measure. The organization should 

consider providing flexibility to disable macros to reduce security risk to 

both parties’ systems. 

 15. If using a third-party system or tool, the organization should carefully 

vet the vendor and only use vendors with which the organization would 

trust its own information. Law firms may include “right to audit” clauses if 

an organization chooses to use a third party to store assessment data. 
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organization should also provide a space for the law firm to pro-

vide additional information in free-text form. Organizations 

also should recognize that law firms will often need to obtain 

input from multiple people within the firm to respond to the 

different questions. Therefore, the organization should permit 

the law firm to export the questionnaire into a format the firm 

can work on “in draft.” 

4. Processing Questionnaire Responses and 

Documentation 

The organization should have a reliable process for review-

ing questionnaires and following up. The organization should 

involve personnel with sufficient technical expertise to identify 

issues that are significant to the organization. Smaller organiza-

tions that do not have in-house security functions should con-

sider engaging an outside IT consultant to assist in evaluating 

the responses. If the questionnaire is worded with care and pre-

cision, insufficient answers (e.g. incomplete or nonresponsive 

replies) should be obvious on their face. Organizations should 

consider documenting both their review process and the conclu-

sions reached at the end of the process. Organizations should be 

entitled to accept their outside counsels’ responses as accurate. 

The attorney-client relationship is governed by stringent ethical 

rules not found in most other businesses, including enhanced 

obligations of disclosure and candor. In addition, outside coun-

sel have strong incentives to preserve their good reputations. 

5. Addressing Unsatisfactory Responses 

If an answer from the law firm does not satisfy the organiza-

tion’s requirements, the organization should initiate a dialogue 

with outside counsel to gain a more detailed understanding of 

counsel’s data security processes and practices. The organiza-

tion should request additional information about the responses 

of concern. Sometimes counsel’s response may be based upon a 
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misunderstanding. The organization may determine that coun-

sel has security processes and practices that mitigate the risks 

indicated by the answers of concern. Dialogue will also inform 

the organization’s understanding of the materiality of the defi-

ciency and may suggest alternatives to protect organization 

data. The organization should consider requiring outside coun-

sel to alter its data security practices only in the case of material 

deficiencies that threaten information of significant sensitivity. 

F. Frequency of Review 

The frequency with which the organization reviews outside 

counsel’s data security practices should depend upon several 

factors, including: the nature of the organization’s business, the 

degree of regulation applicable to information shared with 

counsel, and the nature of the organizational documents and in-

formation provided to the law firm. Generally, the more exten-

sive and sensitive the information provided, the more frequent 

the review should be. Organizations should recognize that re-

views consume organizational resources. It is appropriate for 

organizations to balance the benefit of more frequent reviews 

against the cost of internal resources required to conduct and 

follow up on the review. Organizations also should recognize 

that these reviews impose burdens upon law firms that increase 

the firm’s cost of doing business. Organizations and law firms 

might consider a hybrid approach under which the organization 

does a comprehensive review every three to five years, with par-

tial updates annually between full reviews. There may be a few 

questions from the Model Questionnaire that the organization 

wants to address annually with its law firm(s). 

G. Audit Requests 

Audits of a law firm’s data security practices can provide ad-

ditional protections to an organization. Audits can also provide 

advantages to law firms. Law firms that take security seriously 
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may see the audit process as an opportunity to collaborate 

closely and build relationships with an organization that is an 

established or prospective client.16 But audit requirements 

should not be imposed by organizations reflexively. Organiza-

tions should first consider the goal of the audit and ask whether 

the organization’s goals might be achieved in a different and 

less expensive way. For example, if the goal of the audit is to test 

data breach response processes, would a request for evidence of 

a tabletop exercise be more effective? 

Organizations also should consider limiting the audit to the 

portions of the law firm’s activities that involve the organiza-

tion’s most sensitive information. For example, if the organiza-

tion only transacts business with a law firm by email or secure 

file transfer, it may be unnecessary to audit the law firm’s web-

site or application development process. If the audit is con-

ducted by the law firm itself, organizations should consider 

how much value the audit provides. Third-party audits are of 

greater value to the law firm and the organization but may en-

tail considerable cost. Ultimately, organizations and law firms 

should work together to create a certification program that will 

enable firms to satisfy data security requirements for multiple 

institutional clients, without the need for costly audits. 

H. Privilege and the Organization’s Communications with Outside 

Counsel 

Ordinarily, the attorney-client privilege covers confidential 

communications between an attorney and a client with respect 

to obtaining legal advice from the attorney.17 There is an issue 

 

 16. Providing a law firm with opportunities to discuss its client’s data se-

curity needs may enhance the law firm’s development of more secure solu-

tions, which benefits both the organization and the law firm.  

 17. See United States v. Upjohn, 449 U.S. 383, 390 (1981) (“[T]he privilege 

exists to protect not only the giving of professional advice to those who can 
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as to whether communications about the law firm’s data secu-

rity practices are for the purposes of legal advice that the firm 

will give to the organization. It is likely to be argued that the 

information relates to nonlegal, technical, and business advice. 

A party opposing application of the privilege may also argue 

that the law firm is not a disinterested counselor in that the firm 

is seeking to be engaged to represent the organization and there-

fore cannot give impartial, disinterested advice as to the ade-

quacy of its own data security practices. Whether communica-

tions between the law firm and the organization will be 

considered privileged will depend on the facts and circum-

stances applicable to each specific communication. Therefore, 

the organization may want to approach its communications 

with the law firm, including due diligence, with the knowledge 

that the communications may not be privileged and manage its 

communications accordingly. 

I. Outside Counsel Data Security and the Engagement Letter 

An organization should include in its engagement letter with 

outside counsel the data security requirements that will apply 

to the law firm. Data security requirements should address is-

sues both during the engagement and after the engagement’s 

conclusion. Model clauses to include in the engagement letter 

are provided in Appendix 1 to this paper. 

 

act on it but also the giving of information to the lawyer to enable him to give 

sound and informed advice.”). 
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APPENDIX 1—MODEL CLAUSES FOR AN ENGAGEMENT LETTER 

Information Security Guidance Addendum 

 To Retained Counsel Agreement 

This Information Security Addendum is incorporated, effec-

tive ___________, 20__, into the Retained Counsel Agreement 

dated (the “Agreement”) [INSERT DATE] between [INSERT 

FIRM NAME] (“Retained Counsel”) and [INSERT 

ORGANIZATION NAME] (“Organization”). Guidance will be 

updated as necessary to reflect changing technology and new 

security threats. In addition to the terms set forth in the Agree-

ment, Retained Counsel agrees to the following provisions: 

1) Retained Counsel has and will maintain and document a 

comprehensive Information Security Program that com-

plies with all applicable laws and regulations and is rea-

sonably designed to identify, protect against, detect, re-

spond to, and recover from threats to nonpublic 

information obtained by or provided to Retained Counsel 

that was created, compiled, modified, or received by Or-

ganization or its agents, whether that information belongs 

to Organization or to a third party (“Organization Infor-

mation”), when that information is created or collected, in 

transit, being processed, at rest in storage, or destroyed. 

2) Retained Counsel will use Organization Information only 

for the purposes for which Organization provides it, as 

described in the Agreement. Retained Counsel will not 

distribute, share, or provide Organization Information to 

any other party, except as authorized in connection with 

the representation, without the express permission of Or-

ganization, except as required to comply with a regula-

tory or legal process; 
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3) Retained Counsel has designated one or more specifically 

named employees responsible for the administration of its 

Information Security Program and will provide the names 

and titles of the individual(s) and their direct contact in-

formation to Organization; 

4) Retained Counsel will regularly identify, assess, and miti-

gate the risks to the security, privacy, and confidentiality 

of Organization Information in Retained Counsel’s opera-

tions and evaluate the effectiveness of the safeguards con-

trolling against these risks. 

5) Retained Counsel will regularly monitor its Information 

Security Program and assess the program at least once 

per year and be prepared to inform the Organization of 

any results upon request. 

6) Retained Counsel will restrict access to Organization In-

formation to those employees, agents, or subcontractors 

having a need to know the information to perform their 

jobs regarding Retained Counsel’s representation of Or-

ganization, including but not limited to individuals in-

volved with Information Technology maintenance, secu-

rity, and forensic investigation. 

7) Retained Counsel will maintain an Incident Response 

Plan that identifies, analyses, and, if needed, corrects an 

information security incident to prevent a future incident 

reoccurrence, which it will review and update at least an-

nually. 

8) Retained Counsel will, at its own expense, provide notice 

to Organization of any occurrence that could compromise 

or threaten the confidentiality, integrity, or availability of 

Organizational Information or the receipt of a complaint 
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regarding the privacy or security practices of the law firm 

(a “Security Incident”), if that Security Incident exposes 

Organizational Information (a “Breach”) within 72 hours 

of discovery, along with any information reasonably re-

quested by Organization to understand or remediate the 

Breach, to the extent allowed by law. Information to be 

provided will include, but will not be limited to, the name 

and contact information of an employee of Retained 

Counsel who will serve as Retained Counsel’s primary se-

curity contact, who will cooperate fully and assist Organi-

zation in and understanding the nature, root cause, and 

resolution of the Breach. The notice called for in this sec-

tion will be given to: 

[ADD ORGANIZATION CONTACT NAME 

 and an alternate designee] 

9) Retained Counsel will, at its own expense, take reasona-

ble steps to remedy any Breach and minimize risk of fu-

ture Security Incidents or Breaches in a timely manner 

and in accordance with all applicable laws and regula-

tions. Retained Counsel will reimburse Organization for 

reasonable costs incurred by Organization in responding 

to, and mitigating damages caused by, any Security Inci-

dent or Breach attributable to Retained Counsel, includ-

ing all costs of notice and/or remediation deemed neces-

sary by Organization to comply with applicable laws. 

Organization will have the right, at its option, to solely 

provide and/or control any notice(s) to Organization cus-

tomers, employees, or others impacted or potentially im-

pacted by such Security Incident or Breach. Retained 

Counsel will not provide any notices or discuss any Secu-

rity Incident or Breach with any other party without Or-

ganization’s prior written consent, except as required by 

law, by other contractual agreements like this one, and as 
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needed to investigate and remediate the Security Incident 

or Breach. Retained Counsel shall be able to notify its cli-

ents of the existence of a security incident and/or breach, 

although no identifying information regarding the Organ-

ization shall be provided. 

10) Upon reasonable notice, Retained Counsel will allow Or-

ganization to review, assess, and inspect Retained Coun-

sel’s Information Security Program upon request and 

upon execution of appropriate Nondisclosure Agree-

ments. Organization may conduct an annual review of 

Retained Counsel’s comprehensive Information Security 

Program by providing to Retained Counsel a question-

naire to be completed by Retained Counsel and returned 

to Organization. 

11) Retained Counsel will, at Organization’s request, destroy 

or return all Organization Information in its possession 

and certify to Organization in writing that Retained 

Counsel has done so, unless necessary to require with Re-

tained Counsel’s legal obligations and/or any disputes 

with Organization within the applicable statute of limita-

tions. If Retained Counsel destroys Organization Infor-

mation rather than returning it, Retained Counsel will use 

destruction methods that comply with all applicable state 

and federal laws and regulations. This obligation to re-

turn or destroy information will not, to the extent reason-

able, apply to Confidential Information that is stored in 

backup or other disaster recovery systems, archives, or 

other storage systems that make it impractical to destroy 

the information. If Retained Counsel continues to hold 

Confidential Information after Organization requests re-

turn or destruction of the information, its obligations 
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under this Agreement will continue to apply for so long 

as it continues to hold such information. 

12) Retained Counsel shall not use or collect any Organiza-

tion-supplied information and/or information accumu-

lated about Organization during the representation (e.g., 

analytics, statistics, etc.) unless such information is anony-

mized and/or Organization is given reasonable notice of 

its use or collection. 

13) Retained Counsel will obtain Organization’s written con-

sent before using any third party to provide services to 

Organization or involving Organization Information if 

that third party’s handling of Organization’s data is sig-

nificantly different than already agreed/approved sys-

tems. Retained Counsel will require all third parties 

providing services regarding Retained Counsel’s repre-

sentation of the Organization to agree, in writing, to pro-

vide safeguards and breach notice for Organization Infor-

mation equivalent to those as set forth in this Addendum. 

Specifically, Retained Counsel has confirmed that any rec-

ords, data, information, and/or analytics that a third party 

creates regarding Retained Counsel’s representation of 

the Organization shall be owned entirely by the Organi-

zation. This obligation does not apply to general purpose 

vendors used by Retained Counsel to provide general ser-

vices to the entire law firm, provided Retained Counsel 

has reviewed and approved the information security con-

trols of such vendor and has bound them by contract to 

protect Organization Information. 

14) Retained Counsel agrees to carry out a background check 

on its non-attorney employees with access to the Organi-

zation’s information, including a review of their refer-

ences, employment eligibility, education, and criminal 
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background to help minimize risk to the security of Or-

ganization Information or Organization employees and 

further agrees to ensure the credibility and reliability of 

its employees with access to the Organization’s infor-

mation. Retained Counsel will at the request of the Or-

ganization provide a report of its background check with-

out revealing the identity of its employees. 

15) Retained Counsel and Organization will safeguard all in-

formation and items provided to each other in order to al-

low other party to access Information, including but not 

limited to, other party’s computer networks, premises, 

service providers, clients, keycards, codes, usernames, 

passwords, keys, badges, etc., as well as information that, 

if disclosed, would compromise the security of Organiza-

tion or Retained Counsel Information, such as the designs 

of other party’s networks, information controls, or design 

of its computer systems. 

16) Retained Counsel will store, to the extent possible, all me-

dia that encode or contain Organization Information, in-

cluding hard drives, flash drives, or other media, in a se-

cure, protected media storage area that is physically and 

environmentally controlled and protected, with appropri-

ate physical security to prevent unauthorized access. 

17) Retained Counsel has implemented or will implement the 

following safeguards for systems that process, store, or 

transmit Organization Information as agreed upon with 

Organization: 

• Identity and Access Management that includes 

but is not limited to the use of complex pass-

words that comport with the latest guidance 

from the NIST. 
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• Encryption of particularly sensitive Organiza-

tion Information (PII, PHI, etc.) in transit (e.g., 

via email, FTP, internet, etc.); 

• Encryption of portable media, laptops, desk-

tops, smartphones, mobile devices, and any new 

technologies that store Organization Infor-

mation; 

• Multi-factor authentication for remote access to 

Retained Counsel’s networks; 

• Training of all employees, agents, and subcon-

tractors with current or potential access to Or-

ganization Information upon hire and at least 

annually thereafter, regarding their obligations 

to implement Retained Counsel’s Information 

Security Program; 

• Disciplinary measures, up to and including ter-

mination of employment or engagement, for 

employees who violate Retained Counsel’s In-

formation Security Program; 

• Measures to prevent former employees, agents, 

and contractors from accessing Organization In-

formation after the termination of their employ-

ment or engagement by Retained Counsel; 

• Appropriately configured and updated firewall, 

antivirus, and anti-malware software; 

• Prompt addition of vendor-recommended secu-

rity patches and updates to systems and other 

applications; 

• Intrusion detection and prevention systems 

with appropriate logging and alerts to monitor 

access controls and assure data integrity and 

confidentiality; 
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• Separation of Duties; 

• Infrastructure and Physical Security; and 

• Disaster Recovery Planning. 

 

[INSERT NAME OF RETAINED COUNSEL] 

By:   ________________________________ 

Name:   ________________________________ 

Title:  ________________________________ 

Date:  ________________________________ 

 

[INSERT NAME OF ORGANIZATION] 

By:   ________________________________ 

Name:   ________________________________ 

Title:  ________________________________ 
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APPENDIX 2—SAMPLE LAW FIRM QUESTIONNAIRE 

GLOSSARY 

Breach: A Security Incident that exposes Organization Infor-

mation. 

Incident Response Plan: A documented plan for responding 

to and recovering from a Security Incident. 

Information Security Program: A set of policies and pro-

cesses designed to identify, protect against, detect, respond to, 

and recover from threats to digital and non-digital information 

when information is created or collected, in transit, being pro-

cessed, at rest in storage, or destroyed. 

Organization Information: Any nonpublic information ob-

tained by or provided to Retained Counsel that was created, 

compiled, modified, or received by Organization or its agents, 

whether that information belongs to Organization or to a third 

party. 

Security Incident: Any occurrence that could compromise 

or threaten the confidentiality, integrity, or availability of infor-

mation maintained by a law firm or its third-party vendors or 

the receipt of a complaint regarding the privacy or security prac-

tices of the law firm. 
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QUESTIONNAIRE 

  Rating18 Evidence 

Required?19 

Name of 

Document 

1. General Security 

Question 1.1. 

Do you have a documented 

Information Security Pro-

gram? If so, please be pre-

pared to provide it. 

 Yes  

Sample response:  

Yes, our firm maintains an In-

formation Security Policy and 

Health Insurance Portability 

and Accountability Act 

(HIPAA) Policy. 

Comments:  

All law firms should have an Information Security Program. If the 

firm handles information for covered entities under HIPAA, it 

should also maintain a HIPAA Policy. Other policies (e.g., Pay-

ment Card Industry (PCI) compliance) may be needed depending 

on the law firm’s practice areas and client base. 

 

 18. Rating scale: 1 = unacceptable; 2-3 = questionable, may want to ask fur-

ther questions; 4-5 = reasonable. 

 19. Evidence Required: Yes indicates evidence should be prepared to be 

shared via screen-share or on-site visit following an executed NDA. 
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  Rating18 Evidence 

Required?19 

Name of 

Document 

Question 1.2: 

Are the policies and pro-

cesses in the Information Se-

curity Program cross-refer-

enced to and based on 

applicable laws, regulations, 

industry standards, business 

standards, or operational 

standards (e.g. National Insti-

tute of Standards and Tech-

nology (NIST), Center for In-

ternet Security (CIS), 

HITRUST, International Or-

ganization for Standards 

(ISO), etc.)? If so, please list 

which ones. 

   

Sample response: 

Our firm’s Information Secu-

rity Policy is consistent with 

industry standards and is 

mapped to NIST. 

Comments: 

Many firms use the NIST Cybersecurity Framework; other ac-

ceptable standards may include ISO27001. 

Question 1.3 

Who must comply with the 

policies in the Information 

Security Program (partners, 

employees, service providers, 

contractors, etc.)? 
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  Rating18 Evidence 

Required?19 

Name of 

Document 

Sample response: 

All users with network access 

must comply with the poli-

cies in our Information Secu-

rity Program. 

Comments: 

Law firms must ensure that service providers and consultants 

comply with appropriate aspects of the Information Security Pro-

gram. No “exceptions” should be given for attorneys unless they 

are reviewed by the Chief Information Officer (CIO), Chief Infor-

mation Security Officer (CISO), or appropriate management. 

Question 1.4: 

What security certifications 

and attestations do you have? 

   

Sample response: 

 

Comments: 

The need for these certifications may vary depending on the law 

firm’s size, work, and client base, and some may be cost prohibi-

tive for smaller firms. Organizations should consider whether it is 

sufficient for a firm to meet the standards of ISO27001 without the 

certification process. Further, consider asking what specific func-

tions/services are covered by the certification; ISO27001 and Ser-

vice Organization Control (SOC) are scoped at the discretion of 

the organization being assessed. Various consultants can review 

these reports to determine if they cover areas crucial to in-house 

counsel. 

Question 1.5: 

Will your certifications and 

attestations remain in place 

for the duration of the con-

tract? 
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  Rating18 Evidence 

Required?19 

Name of 

Document 

Sample response: 

Yes, all certifications are an-

ticipated to remain in place. 

Comments: 

This question is to ensure that any certifications that exist as of the 

day the questionnaire is completed do not expire, thereby expos-

ing the organization to unnecessary risk. 

Question 1.6 

Do you have accredited third 

parties assess your security 

controls? If so, who performs 

them and how frequently? 

   

Sample response: 

Our firm has an annual secu-

rity assessment performed by 

[accredited third party] that 

assesses all internal and ex-

ternal controls firmwide. Ad-

ditionally, our firm meets 

quarterly with a third-party 

security consultant to assess 

any new software, policies, 

procedures, or other material 

changes that have been im-

plemented in the Information 

Technology (IT) environment 

that may affect security. 

Comments: 

Most law firms should consider regular third-party security as-

sessments that test both internal and external controls. It is partic-

ularly important to assess the security implications of new or 

modified software and hardware. Firms should also rotate their 

assessment companies regularly. 
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  Rating18 Evidence 

Required?19 

Name of 

Document 

Question 1.7 

What is the scope of the as-

sessment(s) performed? 

   

Sample response: 

See prior response. 

Comments: 

While it is a best practice for assessments to be firmwide and as-

sess all controls, organizations should determine what constitutes 

their largest risk and ensure the law firm is addressing those ar-

eas. 

Question 1.8: 

Will you provide the organi-

zation with the most recent 

and future versions of the ap-

plicable assessments? 

 Yes  

Sample response: 

Subject to execution of an ap-

propriate nondisclosure 

agreement (NDA), the firm 

will provide this material 

upon request. 

Comments: 

Because audit reports contain information that could, if revealed, 

compromise the security of a firm, firms may ask organizations to 

execute NDAs before the reports are shared or may elect to pro-

vide information about the report verbally rather than in writing. 

Question 1.9: 

Do you perform information 

security risk management as-

sessments on any companies 

that will be handling organi-

zation data for this represen-

tation? 
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  Rating18 Evidence 

Required?19 

Name of 

Document 

Sample response: 

Yes. 

Comments: 

 

Question 1.10: 

Do you have a document re-

tention and destruction pol-

icy? If so, please be prepared 

to provide a copy. 

 Yes  

Sample response: 

Yes, we have a document re-

tention/destruction policy. 

Subject to execution of an ap-

propriate NDA, the firm will 

provide this material upon 

request. 

Comments: 

Because document retention policies contain sensitive information 

that may compromise the security of the firm, an organization 

may be asked to execute an NDA before the firm shares this infor-

mation. Most organizations want to ensure that any document re-

tention policy provides for the secure destruction of organization 

data at the end of an engagement. In today’s environment, a law 

firm should not hold organization data indefinitely, but firms do 

have ethical and loss-control requirements that may limit their 

ability to destroy data as soon as the engagement ends. 

Question 1.11: 

Please provide an organiza-

tion chart for your Infor-

mation Technology and In-

formation Security 

departments or teams that in-

cludes the percentage of time 

each member devotes to in-

formation security activities. 

 Yes  
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  Rating18 Evidence 

Required?19 

Name of 

Document 

Sample response: 

The firm will provide this 

material. 

Comments: 

For a larger law firm, you should expect to see a separate CISO 

who ideally does not report to the CIO. For smaller firms, this area 

may be outsourced entirely to a third-party service provider. 

Question 1.12: 

Please describe the policies 

and processes you have in 

place to ensure that you are 

complying with all applicable 

privacy laws and regulations. 

   

Sample response: 

We understand our ethical 

and legal duties to properly 

protect personal data under 

various U.S. and interna-

tional laws and regulations. 

We provide our attorneys 

with training and education 

in this area. 

Comments: 

 

2. Risk Assessment 

2.1 Cybersecurity Considerations 

Question 2.1.1: 

Will Organization Infor-

mation be segregated from 

other firm data at all times 

during the engagement? If so, 

describe how. 
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  Rating18 Evidence 

Required?19 

Name of 

Document 

Sample response: 

Yes. We can maintain secu-

rity controls on all Organiza-

tion Information so that only 

your legal team has access to 

Organization Information in 

the course of the engagement. 

Comments: 

This may not be possible for many law firms, particularly smaller 

law firms with less sophisticated information management sys-

tems. Firms should discuss, among other things, segregation pro-

cessing, document review hosting, production, storage, and ar-

chiving. 

Question 2.1.2: 

Do you have a policy for 

business continuity? Please 

be prepared to provide a 

copy of the policy. 

 Yes  

Sample response: 

Yes, our firm has a policy for 

business continuity. The pol-

icy is updated annually. 

Comments: 

It is not unusual for firms to refuse to provide a copy of the policy 

for security reasons. If this is the case, consider asking for a re-

dacted copy, a table of contents, or a remote viewing session via 

WebEx or similar technology. Alternatively, ask for specifics re-

garding topics, implementation date, review dates, and whether 

the policy is approved by management. 

Question 2.1.3: 

Do you have a policy for dis-

aster recovery? Please be pre-

pared to provide a copy of 

the policy. 

 Yes  
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  Rating18 Evidence 

Required?19 

Name of 

Document 

Sample response: 

Yes, our firm has a policy for 

disaster recovery. The policy 

is updated annually. 

Comments: 

See prior response. 

Question 2.1.4: 

Do you have a secondary site 

for disaster recovery pur-

poses? If so, how far away is 

the disaster recovery site 

from the current servers that 

will house Organization In-

formation? 

   

Sample response: 

Our law firm maintains a dis-

aster recovery site more than 

100 miles away from our nor-

mal servers. 

Comments: 

Most law firms should have an offsite disaster recovery site. Alt-

hough a number of factors go into the appropriate distance from 

servers (e.g., physical access to the site, whether a third-party ser-

vice provider is handling data, redundancy options, whether or 

not the law firm is in an area with a high likelihood of natural dis-

asters, etc.) distances between 25-100 miles are considered suffi-

cient for most businesses. 

Question 2.1.5: 

What is the current Recovery 

Time Objective (RTO) and 

Recovery Point Objective 

(RPO) for your disaster re-

covery solution? When was 

the last disaster recovery test 

performed? 
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  Rating18 Evidence 

Required?19 

Name of 

Document 

Sample response: 

Our RTOs and RPOs vary 

based on system and func-

tion. As examples, the RTO 

for our email system is 2 

hours and for our financial 

systems is 8 hours to full re-

sumption of activity. Our last 

test of disaster recovery was 

on [xx/xx/xxxx]. 

Comments: 

 

Question 2.1.6: 

Do you remain up to date 

with system, network, and 

software security patches? 

   

Sample response: 

Yes. 

Comments: 

All law firms must answer this question in the affirmative. 

Question 2.1.7: 

If the answer to 2.16 is yes, 

please describe your patching 

process.  
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  Rating18 Evidence 

Required?19 

Name of 

Document 

Sample response: 

Our firm provides monthly 

system and security patches, 

with additional patches being 

provided on an as-needed ba-

sis if a threat develops. All 

patches are tested before im-

plementation. 

   

Comments: 

Firms should discuss, among other things, the types of patches 

and the frequency of implementation. Because security patches 

are sometimes incompatible with law firm software, firms may 

purposely not patch vulnerable systems in order to maintain func-

tionality. 

Question 2.1.8: 

Do you remain up to date 

with system, network, and 

software security patches? In 

the event of notification of a 

zero-day vulnerability, how 

long will it take for firms to 

apply and implement neces-

sary security patches? De-

scribe the process. 

   

Sample response: 

Our response will depend on 

the vulnerability and the sys-

tems affected. We promptly 

investigate and remediate 

known vulnerabilities. 

Comments: 

Firms should recognize that there is not a “one-size-fits all” solu-

tion. This sets a standard for the organization to measure firms 

against if a security issue arises. 
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  Rating18 Evidence 

Required?19 

Name of 

Document 

Question 2.1.9: 

Do you perform an annual 

risk assessment? 

   

Sample response: 

Yes. 

Comments: 

 

2.2 Event Reporting 

Question 2.2.1 

Do you have an Incident Re-

sponse Plan that covers inci-

dents affecting both physical 

and electronic files? 

   

Sample response: 

Yes, we have an Incident Re-

sponse Plan that covers inci-

dents affecting both physical 

and electronic files. 

Comments: 

If firms do not provide a copy of the policy, organizations should 

ask for specifics regarding topics, roles and responsibilities, imple-

mentation date, review dates, and whether the Incident Response 

Plan has been approved by management. 

Question 2.2.2: 

Do you have a client notifica-

tion plan in the event of Secu-

rity Incidents or Breaches? If 

so, describe when the plan is 

put into action or be prepared 

to provide documentation. 
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  Rating18 Evidence 

Required?19 

Name of 

Document 

Sample response: 

Client notification is an ele-

ment of our Incident Re-

sponse Plan. Clients are noti-

fied within 48 hours of 

proper investigation of a 

Breach if their unencrypted 

data is affected.  

Comments: 

While many organizations would like firms to provide evidence of 

any Breach or Security Incident, this would be onerous for many 

law firms. Requiring notification when there is a Breach involving 

unencrypted Organization Information, regardless of whether it 

contains Personally Identifiable Information (PII)/Protected 

Health Information (PHI)/Payment Card Industry (PCI) presents a 

reasonable compromise. 

Question 2.2.3: 

Does your Incident Response 

Plan include appropriate con-

tacts (including law enforce-

ment)? 

   

Sample response: 

Yes.  

Comments: 

 

Question 2.2.4: 

Please describe your process 

for notifying organization 

management of a Security In-

cident. 
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  Rating18 Evidence 

Required?19 

Name of 

Document 

Sample response: 

This varies by engagement 

but typically is done via rela-

tionship partner with consul-

tation from our Office of the 

General Counsel (OGC) and 

IT security teams. 

Comments: 

 

Question 2.2.5: 

Have you created remedial 

plans to address deficiencies 

in your audits? If so, please 

be prepared to provide docu-

mentation to support. 

 Yes  

Sample response: 

Yes, we have created such re-

medial plans, which include 

an action log with owners 

and due dates. 

Comments: 

Firms may not provide this information, because it is typically re-

garded as proprietary and confidential. 

Question 2.2.6: 

Do you have the ability to 

track and manage incident in-

vestigations? If so, describe 

your process. 
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  Rating18 Evidence 

Required?19 

Name of 

Document 

Sample response: 

Yes, as part of our Incident 

Response Plan, we track and 

manage incident investiga-

tions and document any find-

ings. 

Comments: 

 

2.3 Service Provider Due Diligence 

Question 2.3.1 

Do you anticipate using 

third-party service providers 

to store Organization Infor-

mation, including but not 

limited to cloud storage, or 

any third-party tools not 

hosted in your environment 

to process Organization In-

formation? If so, please de-

scribe the service providers 

and their services or tools 

and indicate why you are us-

ing them. 
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  Rating18 Evidence 

Required?19 

Name of 

Document 

Sample response: 

We use third-party service 

providers to store and pro-

cess Organization Infor-

mation for document produc-

tion [vendor x], litigation 

management [vendor y], and 

other purposes [vendor z]. 

Comments: 

Subcontractors and service providers can be a weak link. Organi-

zations should ensure that firms know which service providers 

will be used with the representation and their current cybersecu-

rity posture, and make sure these service providers are being au-

dited on a regular basis. 

Question 2.3.2: 

For any service providers de-

scribed in 2.3.1, do you main-

tain an inventory of Organi-

zation Information stored 

(other than temporary stor-

age under 90 days) with these 

service providers? 

   

Sample response: 

Yes, we maintain a list of this 

information. 

Comments: 

 

Question 2.3.3: 

Have you performed security 

assessments on the service 

providers identified in 2.3.1? 

If so, please describe any 

steps you have taken to ad-

dress identified security vul-

nerabilities. 
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  Rating18 Evidence 

Required?19 

Name of 

Document 

Sample response: 

Yes, we perform annual secu-

rity assessments on the listed 

service providers. Material 

security vulnerabilities are 

identified, and service pro-

viders are required to reme-

diate the vulnerabilities 

within a reasonable period of 

time. 

Comments: 

Consider whether the amount and type of data being stored is 

worth this additional cost. 

Question 2.3.4: 

For any service providers de-

scribed in 2.3.1, have these 

service providers experienced 

a Security Incident within the 

last two years? If so, please 

describe. 

   

Sample response: 

We know of no such inci-

dents. 

Comments: 

 

Question 2.3.5: 

Are there other subcontrac-

tors and/or suppliers who 

may have access to Organiza-

tion Information? If so, please 

list those subcontractors and 

suppliers and describe the 

process for sharing/managing 

information for each. 
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  Rating18 Evidence 

Required?19 

Name of 

Document 

Sample response: 

In addition to the third-party 

service providers listed 

above, other subcontractors 

and suppliers like couriers 

and delivery services may 

have limited or transient ac-

cess to Organization Infor-

mation. The firm assesses in-

formation security practices 

when determining which of 

these subcontractors and sup-

pliers to contract with, and it 

takes steps that are reasona-

ble under the circumstances 

to prevent any inadvertent 

disclosure of Organization In-

formation to these subcon-

tractors and suppliers. 

Comments: 

 

Question 2.3.6: 

Does the firm have an ongo-

ing service provider govern-

ance/risk management pro-

gram? If so, please describe it. 

   



LAW FIRM DATA SECURITY (DO NOT DELETE) 7/20/2020  3:25 PM 

2020] LAW FIRM DATA SECURITY 557 

  Rating18 Evidence 

Required?19 

Name of 

Document 

Sample response: 

Yes. As noted above and be-

low, we evaluate and select 

subcontractors and suppliers 

based in part on their infor-

mation security practices, and 

we expect them to return or 

destroy Organization Infor-

mation obtained during an 

engagement, to maintain Or-

ganization Information as 

confidential during the en-

gagement, and to maintain an 

appropriate Information Se-

curity Program. Wherever 

possible, we enforce these re-

quirements by contract. 

Comments: 

 

Question 2.3.7: 

In your service provider 

agreements, do you require 

your service providers to (1) 

return or destroy all Organi-

zation Information at the end 

of an engagement; (2) main-

tain the confidentiality of Or-

ganization Information; (3) 

maintain an appropriate In-

formation Security Program; 

and (4) have a plan to transi-

tion Organization Infor-

mation in the event the pro-

vider or the firm are 

replaced? 
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  Rating18 Evidence 

Required?19 

Name of 

Document 

Sample response: 

Yes.  

Comments: 

Add additional terms as necessary. 

Question 2.3.8: 

Do you outsource any of 

your systems, services, or in-

frastructure to vendors out-

side of the U.S.? If so, please 

provide the locations and 

percentage of the work per-

formed outside of the U.S., as 

well as a description of how 

the outsourced systems, ser-

vices, employees, or infra-

structure are vetted. 

   

Sample response: 

No, no systems, services, or 

infrastructure are outsourced 

outside of the U.S. 

Comments: 

Storing data or accessing data from foreign locations may require 

the organization and the firm to analyze their liability for cyber in-

cidents under foreign regulations. 

2.4 Representations and Warranties 

Question 2.4.1 

Do you, and will you con-

tinue to, comply with any in-

formation security require-

ments included in your 

agreement with the organiza-

tion? 
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  Rating18 Evidence 

Required?19 

Name of 

Document 

Sample response: 

Yes. 

Comments: 

 

2.5 Confidentiality 

Question 2.5.1 

Will Organization Infor-

mation be appropriately pro-

tected from unauthorized ac-

cess or disclosure? Describe 

all standards and systems 

currently in place to provide 

protected environments. 

   

Sample response: 

Yes. The firm has in place an 

Information Security Pro-

gram that will protect Organ-

ization Information (includ-

ing any Protected Health 

Information (PHI), Personally 

Identifiable Information (PII), 

Nonpublic Personal Infor-

mation (NPI), or Payment 

Card Industry (PCI)) from 

unauthorized access and dis-

closure and maintain it in 

compliance with all applica-

ble laws and regulations. 

Comments: 

Consider whether Organization Information for the engage-

ment(s) will include PHI, PII, NPI, or PCI information that may re-

quire additional protections (encryption, monitoring, role-based 

restricted access, etc.) 
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Question 2.5.2 

If you have any data that may 

subject to the European Un-

ion (EU) General Data Protec-

tion Regulation (GDPR), do 

you have a protocol for han-

dling this data in compliance 

with the aforementioned au-

thority? If so, please describe. 

   

Sample response: 

We have mapped where data 

subject to EU regulations is 

stored for each client, and we 

comply with all GDPR re-

quirements for storing and 

processing that data. At a cli-

ent’s request, we will execute 

an EU data processing agree-

ment.  

Comments: 

If the firm has access to personal information regulated by the 

GDPR, the firm must comply with the GDPR. This may include 

appointing a Data Protection Officer or contracting with a third-

party service provider for these services. Firms with international 

clients or U.S.-based clients that have an international reach (e.g., 

e-commerce) should apprise themselves of these regulations.  

Question 2.5.3 

If you have any data that may 

be subject to other non-U.S. 

data protection regulations, 

do you have a protocol for 

handling this data in compli-

ance with the aforementioned 

authority? If so, please de-

scribe. 
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Sample response: 

 

Comments: 

This answer will depend on the data to which the law firm has ac-

cess. 

2.6 Termination 

Question 2.6.1 

Do you have a transition plan 

to facilitate the orderly wind-

ing up and transfer of data 

and services back to the Or-

ganization or to another law 

firm? If so, please describe. 

   

Sample response: 

Yes. Our departure proce-

dures outline departure steps 

to be executed for both per-

sonnel and Organization In-

formation. 

Comments: 

 

2.7 Insurance 

Question 2.7.1 

Do you have cyber liability 

insurance with an insurance 

company having a minimum 

credit rating of A– from S&P 

or an equivalent rating 

agency? If so, please provide 

evidence of coverage. 

 Yes  

Sample response: 

Yes.  

Comments: 
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Question 2.7.2 

With regard to the coverage 

referenced in 2.7.1, please de-

scribe the coverages and sub-

limits that you maintain. 

   

Sample response: 

 

Comments: 

Depending on the scope of services, the organization may not need 

this level of detail from a firm. 

Question 2.7.3 

Will you add the organiza-

tion as an additional insured 

to the coverage referenced in 

2.7.1? 

   

Sample response: 

We cannot. 

Comments: 

Some policies will not permit this, will not permit it for a reasona-

ble price, or do not have additional insured endorsements with 

appropriate limits on the firm’s exposure. 

Asset Security 

3.1 Inventory of Authorized and Unauthorized Devices 

Question 3.1.1: 

Do you use an automated as-

set inventory discovery tool 

to build and maintain an as-

set inventory of systems con-

nected to your public and pri-

vate networks (yes or no)? 

   

Sample response: 

Yes.  

Comments: 
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Question 3.1.2: 

Does the asset inventory in-

clude the following elements: 

(yes or no)?  

● Network address 

● Machine name  

● Asset purpose  

● Asset owner  

● Associated department 

● Asset location 

   

Sample response: 

Yes.  

Comments: 

 

Question 3.1.3: 

Upon discovery of an unau-

thorized device, how long 

does it take your IT staff to 

remove the device from the 

network, disable it, or elimi-

nate access to the network (in 

minutes)? 

   

Sample response: 

Unauthorized devices cannot 

connect to our private net-

work and may access our 

public Wi-Fi network only if 

the user can supply the ap-

propriate password. 

Comments: 
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Question 3.1.4: 

When IT equipment is re-

tired, do you sanitize or se-

curely destroy all Organiza-

tion Information on the 

equipment? If so, what stand-

ards do you use, and do you 

require written certification 

of destruction if you use a 

third-party service provider?  

   

Sample response: 

Yes. Equipment is sanitized 

or destroyed using Depart-

ment of Defense destruction 

methods. We require written 

certification of destruction 

when we use a third-party 

service provider. 

Comments: 

 

3.2 Inventory of Authorized and Unauthorized Software 

Question 3.2.1: 

Do you perform regular scan-

ning and generate alerts 

when unapproved software 

is installed on a computer? 

   

Sample response: 

Yes.  

Comments: 

 

Question 3.2.2: 

Do you deploy software in-

ventory tools for all servers 

and workstations? 
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Sample response: 

Yes.  

Comments: 

 

Question 3.2.3: 

Do you have a change con-

trol/review process for soft-

ware patches and updates? If 

so, please describe. 

   

Sample response: 

Yes. This is covered in our 

change control procedures, 

with weekly review meetings 

for approvals. 

Comments: 

 

Question 3.2.4: 

If application development is 

performed in-house (includ-

ing interfaces, add-ons, mod-

ules, plug-ins, etc.), then de-

scribe your software 

development security proce-

dures. 

   

Sample response: 

 

Comments: 

Organizations should also consider whether the firm’s in-house 

application development indirectly involves third parties. 
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3.3 Continuous Vulnerability Assessment and Remediation 

Question 3.3.1: 

Do you perform INTERNAL 

vulnerability scanning and/or 

penetration testing annually? 

If so, please provide the date 

of your last test. 

   

Sample response: 

Yes. [xx/xx/xxxx]. 

Comments: 

Ensure that the date is within last 12 months or that the next test 

date is in the not too distant future. 

Question 3.3.2: 

Do you perform EXTERNAL 

vulnerability scanning and/or 

penetration testing annually? 

If so, please provide the date 

of your last test. 

   

Sample response: 

Yes. [xx/xx/xxxx]. 

Comments: 

Ensure that the date is within last 12 months or that the next test 

date is in the not too distant future. 

3.4 Physical Security 

Question 3.4.1: 

Do you have a physical secu-

rity policy that includes all 

data centers and office loca-

tions? If so, please be pre-

pared to provide. 

 Yes  

Sample response: 

Yes.  

Comments: 

Pay particular attention to visitor policies and video monitoring. 
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Question 3.4.2: 

Do you have policies or pro-

grams in place to support the 

ongoing management of en-

vironmental controls (i.e. 

HVAC, fire detection and 

suppression, fuel/generator, 

etc.) for your offices and facil-

ities? If so, please describe. 

   

Sample response: 

Yes. [Describe specifics.] 

Comments: 

Primary focus here would be on data-center environment. 

Question 3.4.3: 

Are there secure facilities and 

processes at each location for 

disposing of confidential ma-

terials (e.g., shredders, locked 

bins, etc.)? Please describe. 

   

Sample response: 

Yes. [Describe specifics.] 

Comments: 

 

Question 3.4.4: 

Is access to your facility con-

trolled by the use of an elec-

tronic access control system 

(e.g., badge reader, biometric 

scanner)? 

   

Sample response: 

Yes. 

Comments: 
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Question 3.4.5: 

Do you physically maintain 

your own data centers? 

Whether yes or no, please 

provide details about who 

maintains them and where 

they are geographically lo-

cated. 

   

Sample response: 

 

Comments: 

The exact location may be confidential, so consider if confirmation 

of high-level details will be acceptable. 

3.5 Malware Defenses 

Question 3.5.1: 

Is there an anti-malware pol-

icy or program that includes 

workstations, servers, and 

mobile devices? 

   

Sample response: 

Yes. 

Comments: 

 

Question 3.5.2: 

What is the percentage of sys-

tems with anti-malware sys-

tems deployed, enabled, and 

up to date? 

   

Sample response: 

Approximately 90 percent. 

Comments: 
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3.6 Secure Configurations for Network Devices 

 such as Firewalls, Routers, and Switches 

Question 3.6.1: 

Have you defined secure con-

figurations for each type of 

network device in writing? 

   

Sample response: 

Yes. 

Comments: 

 

Communications and Network Security 

Question 4.1: 

Do you encrypt Organization 

Information at rest and in 

transit? If so, please describe 

how. 

   

Sample response: 

Yes. All workstations and 

servers are encrypted with 

256-bit encryption.  

Comments: 

This is especially important if PHI/PII/PCI will be involved in the 

representation. 

Question 4.2: 

Do you have network secu-

rity mechanisms in place 

(e.g., firewalls, intrusion-de-

tection/intrusion-prevention 

systems (IDS/IPS), etc.)? If so, 

please describe. 
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Sample response: 

Yes. We have firewalls at our 

perimeter and at key points 

within network for segmenta-

tion. 

Comments: 

 

Question 4.3: 

Do you monitor audit logs 

for your network? If so, 

please describe your policies 

and processes, and include in 

your description how often 

the logs are reviewed. 

   

Sample response: 

Yes. We use a log aggregator 

with key alarms set for notifi-

cation to our security team. 

Comments: 

 

Question 4.4: 

If a system fails to log 

properly, how long does it 

take for an alert about the 

failure to be sent? 

   

Sample response: 

Varies per system; key sys-

tems report within 60 

minutes. 

Comments: 
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Question 4.5: 

Do you have a corporate 

wireless network or a guest 

wireless network? If you 

have a guest network, is it 

segregated from the corpo-

rate network? Is Wi-Fi Pro-

tected Access 2 (WPA2) en-

cryption and enterprise 

authentication implemented 

for the corporate wireless net-

work? 

   

Sample response: 

Yes for all. 

Comments: 

 

Question 4.6: 

What information security 

policies and processes are in 

place that are specific to ac-

cess from portable devices 

and mobile devices? 

   

Sample response: 

Our mobile devices are cov-

ered in our encryption policy 

(all require encryption). 

Comments: 

 

Question 4.7: 

Does your email system sup-

port Transport Layer Security 

(TLS) for encryption? 
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Sample response: 

Yes. 

Comments: 

 

Question 4.8: 

Do you use secure configura-

tion standards for network 

and server infrastructure? 

   

Sample response: 

Yes. 

Comments: 

 

Question 4.9: 

Do you restrict access to web-

sites that can be used to exfil-

trate confidential data (e.g. 

Gmail, Yahoo!)? If so, please 

describe the restrictions. 

   

Sample response: 

Yes. Webmail is blocked. 

Comments: 

 

Question 4.10: 

Do you utilize intrusion-de-

tection systems (IDS) or in-

trusion-prevention systems 

(IPS) on your network? If so, 

please describe them, and in-

clude in your description 

whether they work within 

your network or at its perim-

eter. 
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Sample response: 

Yes, we utilize IDS on the pe-

rimeter of our network. 

Comments: 

Perimeter detection should be deployed. Best practice is to also 

have internal detection that looks for abnormalities within the en-

vironment, as well as malware. 

Question 4.11: 

Do you utilize a data loss pre-

vention (DLP) solution, and 

do you have a written policy 

prohibiting data exfiltration? 

   

Sample response: 

Yes. 

Comments: 

 

Identity and Access Management 

Question 5.1: 

Are protections in place for 

remote access, including au-

thentication mechanisms, en-

cryption algorithms, and ac-

count management process? 

If so, please be prepared to 

describe them. 

 Yes  

Sample response: 

Yes. All listed procedures are 

in place. 

Comments: 
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Question 5.2: 

Do you screen all partners, 

employees, service providers, 

and contractors, including a 

criminal background check, 

prior to hiring? If so, please 

be prepared to describe your 

screening policies and proce-

dures. 

 Yes  

Sample response: 

Yes, all the listed personnel 

are screened, and the screen-

ing of all but contractors in-

cludes a criminal background 

check. Individual employees 

of certain contractors may be 

screened if they have access 

to sensitive information. 

Comments: 

 

Question 5.3: 

Are access controls in place 

that cover adding users, set-

ting their permissions, moni-

toring their activities, chang-

ing their access, and deleting 

users? If so, please be pre-

pared to describe these con-

trols. 

 Yes  



LAW FIRM DATA SECURITY (DO NOT DELETE) 7/20/2020  3:25 PM 

2020] LAW FIRM DATA SECURITY 575 

  Rating18 Evidence 

Required?19 

Name of 

Document 

Sample response: 

Yes, all the listed controls are 

in place. 

Comments: 

Sound access control requires firms to establish role-based access 

based on the principle of least privilege, to segregate key duties, to 

review user access with reasonable frequency, and to promptly 

adjust user access in the event of role changes or terminations. 

6. Security Operations 

Question 6.1: 

Are new employees required 

to sign agreements relating to 

confidentiality and infor-

mation security upon hire? 

   

Sample response: 

Yes.  

Comments: 

Law firms should have agreements that address both confidential-

ity and information security. 

Question 6.2: 

Is there a security awareness 

training program? If so, 

please describe it, and in-

clude in your description 

which employees must par-

ticipate and how often. 
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Sample response: 

Yes, we train all new employ-

ees with access to sensitive 

data at the time they are 

hired, and we also have an 

annual mandatory security 

training and updates that are 

circulated by email. 

Comments: 

Ideally, law firms should have regular modules and training (e.g., 

quarterly or monthly). Training upon hire and annual training 

should be the minimum. 

Question 6.3: 

Does your security awareness 

training program include 

specialized content for em-

ployees with access to sensi-

tive data (e.g., Accounting, 

Human Resources (HR)) or 

privileged accounts (e.g., IT)? 

   

Sample response: 

Yes, additional training is 

given to employees with ac-

cess to sensitive data and 

those with privileged ac-

counts. 

Comments: 

 

 


